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Error-free with hybrid synchronization

| live in beautiful Murnau am Staffelsee, 45min south of Munich

—=> Executive Consultant at CGIl Deutschland

=> Part time technical journalist, technical writer in print and online
media

=> In the industry with experience in Identity and Active Directory
for many years

e

m W @KlaBiers
-> When | am offline, | spend my time in the mountains, Blog:
with some kind of sports (trailrunning, MTB, etc.) https://nothingbutcloud.net/
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https://nothingbutcloud.net/

Error-free with hybrid synchronization

Agenda and key takeaways

Cloud Identity Summit 21



Error-free with hybrid synchronization

Technology overview and components

-

4} Azure AD Connect

Copyright © 2015 Microsoft Corp

\_

s; Synchronization

-

PROVISION FROM ACTIVE DIRECTORY

é Azure AD cloud sync

\_

~

/

Cloud Identity Summit 21
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Testlab Infrastruktur

Access Azure SaaS
Management .
Tenant: klabier.onmicrosoft.com Mult-Factor Privieged Identity Public [ Office 365
| | ) Authentication Management cloud

kbcorp.de . .

kbaccount.de : _

Conditional |dentity
ACCess Protection

Azure Active Directory (AD)

Srv5

(staging) €

---->

Srv4

(active) Azure AD Connect cloud sync

kbaccount.de
kbcorp.de

Azure AD Connect



Error-free with hybrid synchronization

Where is Configuration stored? Locale Server (SQL) Azure
sCentalmanagementfiom the fure Poralpossble v
Support for disconnected forests v
Fremgonstwibuielewel
"Simple" filtering based on group membership v
Witeback from Azure AD(password,groups (Bxch.Online) devces)
On-Premises Agent is highly available v

Installing the on-prem agents on a domain controller 4 v

Powershell Support v v

Cloud Identity Summit "21 6 (c) Klaus Bierschenk — klaus@nothingbutcloud.net



Error-free with hybrid synchronization

Keep it up to date — multiple updates a year

https://docs.microsoft.com/en-us/azure/active-directory/hvbrid/reference-connect-version-history

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-health-version-history

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-pta-version-history

https://docs.microsoft.com/de-de/azure/active-directory/cloud-sync/reference-version-history

Cloud Identity Summit "21 7 (c) Klaus Bierschenk — klaus@nothingbutcloud.net


https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-version-history
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-health-version-history
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-pta-version-history
https://docs.microsoft.com/de-de/azure/active-directory/cloud-sync/reference-version-history

Error-free with hybrid synchronization

AAD Connect Server V2 update To consider ... &

in 22/06

OX

ere
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https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-azure-ad-connect-v2

Error-free with hybrid synchronization

klabier.onmicrosoft.com
company.de 3

4 i

company.de (example) [ '\1 _____ © )fE?_rE__’
"I | e
\ | Import
."".,‘ .af
v ¥ . .
T e ’\\ cS klabier.onmicrosoft.com
\mp' S = ® N & y §
f” ¢” N 4 I
’f e ’f Q"“»a_-\ e >
- B 90“ - Data.strt.Jctu re
e Synchronization Service

kbcorp.de CS = Connector Space

MV = Metaverse

kbcorp.de

Cloud Identity Summit 21 9 (c) Klaus Bierschenk — klaus@nothingbutcloud.net




Error-free with hybrid synchronization

Sources of errors — update and switch staging / active

/’ \k\
2,/ LN
k4 NN
A4 AR
Rt M
e * :

AADConnect

I SRV3

AADConnect
SRV4

v’ Each AADC has own config 0 Update Staging ~
ng

- AADC Setup Wizard @ Health Check of updated stagi

- Filtering rules 9 Make active a Staging viceversa
v’ Multiple staging possible @ Make some export check = e
p , \ /
v/ Sync cycles independent © Update ,new" staging \:\ /7
‘ . \ Va4
v/ Staging procedures in ops guide @ Don't forget a final health check \;‘ L
v/ Extra staging for rules develope ‘\‘\ E
\ e
) oy TR

Cloud Identity Summit 21 10 (c) Klaus Bierschenk — klaus@nothingbutcloud.net



Error-free with hybrid synchronization

Sources of errors — switch staging, pending exports

” W,
4 \ TN\
» DY o
‘/ EaCh AADC haS own COﬂfIg 02:02 - Srv4 run Sync 01:11 /S-\:\/D;Ionnect AADConSrl;e\;:;r 01:02
01:41 01:32
- AADC Setup Wizard 02:07 — User Joe is created in AD 02:11 l' 02:02
- Filtering rules 02:11 —srv3 run sync ' '
v Multiple staging possible Object ,Joe” is pending X ”
. N /
v’ Sync cycles independent 02:32 - srv4 run sync AN //
. . . . \ Y
v/ Staging procedures in ops guide 02:41 —srv3runsync . \ ,(/
v/ Extra staging for rules develope ,Joe” imported from AAD \
and not longer pending e \ -
Joe \\\‘ __ Import/Sync

Cloud Identity Summit "21 11 (c) Klaus Bierschenk — klaus@nothingbutcloud.net



Error-free with hybrid synchronization

Sources of errors — identifying errors and diagnostics

Home > KBCORP Laboratory > Azure Active Directory Connect Health > klabier.onmicrosoftcom > SRV4 >

Azure Active Directory Connect (Sync) Alerts

klabier.onmicrosoft.com

@ Time Range

l AP Find ...

Name Type Scope Raised Last Detected Resolved
Active Alerts

No data found.

Resolved Alerts

No data found.

Others

Password Hash Synchronization heart.. @ Error SRV4 249.2021, 23:40:18 28.9.2021, 09:22:24 28.9.2021, 11:11:08

Cloud Identity Summit 21

12 (c) Klaus Bierschenk — klaus@nothingbutcloud.net



Error-free with hybrid synchronization

PS C:\Users\administrator.KBCORP> Invoke-ADSyncDiagnostics

Sources of errors —
identifying errors and
dlagnOS'UCS AAD Tenant - Klabier.onmicrosoft.com

Check errors on service level alse

D Connector - kbcorp.de

Invoke-ADSyncDiagnostics <©
96

Directory Partitions:

Directory Partition - kbcorp.de

Eventvwr.msc

Checking connectivity to the domain...

Did vou find Password Hash Svnc General Diaanostics heloful? lv/nl:

Cloud Identity Summit 21 (c) Klaus Bierschenk — klaus@nothingbutcloud.net



Error-free with hybrid synchronization

Sources of errors — synchronization errors / identities

on sync level

ixed on objectlevel

Cloud Identity Summit 21

Home > KBCORP Laboratory > Azure Active Directory Connect Health

Azure Active Directory Connect Health | Sync errors =

KBCORP Laboratory

«

4} Quick start
Sync Error by Type

Azure Active Directory Connect (Sync)
Duplicate Attribute

(1] Sync errors AadSyncService-klabier.onmicr...

% Sync services

Active Directory Federation Services

pa AD FS services 2

Active Directory Domain Services

Federated Domain C...

A AD DS services AadSyncService-klabier.onmicr...
Configure

€% Settings

R Role based access control (IAM) 0

TROUBLESHOOTING + SUPPORT

ﬂ Troubleshoot

@ New support request

J Export =1 Notification Settings

Data Mismatch

AadSyncService-klabier.onmicr...

0

Existing Admin Role ...

AadSyncService-klabier.onmicr...

Data Validation Failure
AadSyncService-klabier.onmicr...

0

Other

AadSyncService-klabier.onmicr...

Large Attribute

AadSyncService-klabier.onmicr...

14

(c) Klaus Bierschenk — klaus@nothingbutcloud.net



Error-free with hybrid synchronization

Free tools which makes your life easier: AADConnectDocumenter

Download and Whitepaper:
https://github.com/Microsoft/AADConnectConfigDocumenter

Cloud Identity Summit "21 15 (c) Klaus Bierschenk — klaus@nothingbutcloud.net


https://github.com/Microsoft/AADConnectConfigDocumenter

Error-free with hybrid synchronization

- X

/‘

l\@@l@ C:\AADDocumenter\Report\KBCORP_Srv5_AppliedTo_KBCORP_Srv4_AADConnectSync_repc L~c ” e AAD Connect Config Docu... * | I @ ﬁ {é} @
Outto AAD- Group AsuseRMS
Out 1o AAD- Group LyncOnting A
Outto AAD- Group ShaceRointOnling

Ot Lo AAD - Uses Dynamica LRI .

Out 1o AAD - Uses

Run Profiles
Run Profile: Delta Import
Run Profile: Delta Synchronization
Run Profile: Export
Run Profile: Full import
Run Profile: Full Synchronization
Run Profile: Specific Object Export
Run Profile: Specific Object Import

AAD Connect Sync Service Configuration

Global Settings

Microsoft. AADFilter ApplicationList ExchangeOnline,Identity,Intune,OfficeProPlus
Microsoft.Optional Directory i FrueFalse

i ft ize. NextStartTime Tus,08Jun 2021 151352 60T Tue, 08 Jun 2021 15:05:08 GMT
Microsoft.Synchronize.StagingMod EalsaTrue

Microsoft.UserSignin.DesktopSsoEnabled TruaFalse

Metaverse Configuration
Metaverse Object Types

person

1 kbcorp.de gati pl True description EQUAL di

3 kbcospds lafrom AD . User Rositve Ruls-Sat Ealis da

IF{; ¢ C 1)
False || [sAMAccountName] =

Cloud Identity Summit 21 16 (c) Klaus Bierschenk — klaus@nothingbutcloud.net



Error-free with hybrid synchronization

Free tools which makes your life easier: idFix

e problems in Azure AD / M365

B3 1dFix version 1.11 — O X
'j Office 365 Query Accept Apply Export Import Undo
DISTINGUISHEDNAME .« OBJECTCLASS ATTRIBUTE ERROR VALUE UPDATE ACTION A
CN=Ada Lauritzen,OU=Cust... user mail topleveldomain lauritzen@kbcorp local laurtzen@kbcor... |EDIT N
CN=Ada Lauritzen,OU=Cust... user targetAddress blank SMTPauritzen... |REMOVE .
CN=Ada Lauritzen OU=Cust... user mailnickname blank Adalauritzen REMOVE el
CN=Adrian Godin OU=Cust... user mailnickname blank AdrianGodin COMPLETE |v
CN=Adran Godin OU=Cust... user targetAddress blank SMTP:Adrian@... v
CN=Affred Trice OU=CustA... user mailnickname blank AlfredTrice w2
CN=Alfred Trice OU=CustA... user targetAddress blank SMTP:mail1@kl... 5%
Ca n b e C h a n ge d CN=Allan Krebs OU=CustA... user mailnickname blank AllanKrebs 7
CN=Allan Krebs OU=CustA... user targetAddress  blank SMTPmaig9g... (EDIT
CN=Alma Rogers,OU=Cust... user targetAddress blank SMTPblabla@k... [COMPLETE
I_D | F fo run d @) CN=Alma Rogers OU=Cust... user mailnickname blank AlmaRogers o
CN=America Tibbetts,OU=C... user mailnickname blank AmericaTibbetts
CN=America Tibbetts OU=C... user targetAddress blank SMTP:newmail... G
CN=Amy Martinez,OU=Cust... user mailnickname blank AmyMartinez il

write activities

Query Count: 21 Error Count: 35

Cloud Identity Summit 21 17 (c) Klaus Bierschenk — klaus@nothingbutcloud.net



Error-free with hybrid synchronization

Frequent tasks - ensure that an sync environment stays healthy
63\.3_

Cloud Identity Summit "21 18 (c) Klaus Bierschenk — klaus@nothingbutcloud.net



Error-free with hybrid synchronization

Continue reading...

General: Troubleshooting:

Azure AD Pricing (AAD Connect / Health included) Supported szenarios

Azure AAD Connect V2 - major changes Troubleshooting object synchronization

Setup: Cloud sync

Use existingdatabase switch - install Database Start to find out what is possible with Cloud provisioning
Use existingdatabase switch - Move Database Troubleshooting cloud sync

Supported Scenarios

Endpoint Update with not AADC V2 Utilities:

Swing Migration Update Method |IdFix: Guide and Download

Move Azure AD Connect database from SQL Server Express AADConnectConfigDocumenter

Azure AD Connect 1.5.30.0 — V2 API Deployment
Azure AD Connect sync V2 endpoint API

Security:

AADConnectConfigDocumenter Bonbon

Hardening Service Accounts from AADConnect - Account permissions FIM/MIM Link Collection (Huge list! Not totally new but perfect to
Hardening Service Accounts from AADConnect - connector accounts understand FIM/MIM/Sync)

Check for pending exports

Cloud Identity Summit 21 19 (c) Klaus Bierschenk — klaus@nothingbutcloud.net


https://azure.microsoft.com/en-us/pricing/details/active-directory/
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-azure-ad-connect-v2
https://docs.microsoft.com/de-de/azure/active-directory/hybrid/how-to-connect-install-existing-database
https://docs.microsoft.com/de-de/azure/active-directory/hybrid/how-to-connect-install-move-db
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-connect-topologies
https://docs.microsoft.com/de-de/azure/active-directory/hybrid/how-to-connect-sync-endpoint-api-v2
https://docs.microsoft.com/de-de/azure/active-directory/hybrid/how-to-upgrade-previous-version
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-move-db
https://github.com/Microsoft/AADConnectConfigDocumenter
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-accounts-permissions
https://docs.microsoft.com/de-de/azure/active-directory/hybrid/how-to-connect-configure-ad-ds-connector-account
https://docs.microsoft.com/de-de/azure/active-directory/hybrid/tshoot-connect-object-not-syncing
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-connect-topologies
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/tshoot-connect-object-not-syncing
https://docs.microsoft.com/en-us/azure/active-directory/cloud-provisioning/
https://docs.microsoft.com/en-us/azure/active-directory/cloud-sync/how-to-troubleshoot
https://microsoft.github.io/idfix/
https://github.com/Microsoft/AADConnectConfigDocumenter
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-endpoint-api-v2
https://social.technet.microsoft.com/wiki/contents/articles/3610.fim-2010-mim-2016-related-wiki-articles.aspx

~cLoup IDENTITY%
SUMMIT 21

.......

on Twitter

Y

@identitysummit
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Azure Meetu i)



-—_—

_

CLOUD IDENTITY
SUMMIT ‘21

JOIN THE CLOUD IDENTITY LOUNGE AT 8:00 PM (CEST)
Roundtable discussion and Q&A
on experiences from the field, current trends and more!
Interactive session to bring your questions and use the opportunity to
meet the speakers or exchange with members of the community!



Error-free with hybrid synchronization

Sources of errors — synchronization errors / is the object cloud filtered?

Filtering:

MV Attribute:
cloudFiltered = true/false

positive / negative possible

Cloud Identity Summit "21 22 (c) Klaus Bierschenk — klaus@nothingbutcloud.net


https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-create-custom-sync-rule

Error-free with hybrid synchronization

High availability with Azure AD Connect Server / Data storage

Cloud Identity Summit "21 23 (c) Klaus Bierschenk — klaus@nothingbutcloud.net



Error-free with hybrid synchronization

Supported and unsupported scenarios (one forest)

Examplel

—

I

S

~

Example2

/ 1T\

|

S

2
2
2

Cloud Identity Summit 21

Example3

More details link)

(c) Klaus Bierschenk — klaus@nothingbutcloud.net


https://docs.microsoft.com/de-de/azure/active-directory/hybrid/plan-connect-topologies

Error-free with hybrid synchronization

Supported and unsupported scenarios (multiple forest)

Rk

Cloud Identity Summit 21

&

25

&

More details (link)
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https://docs.microsoft.com/de-de/azure/active-directory/hybrid/plan-connect-topologies

Error-free with hybrid synchronization

Cloud Identity Summit "21

& Microsoft Azure Active Directory Connect

Express Settings
Required Components
User Sign-In
Connect to Azure AD
Sync
Connect Directories
Azure AD sign-in
Domain/OU Filtering
Filtering
Optional Features

Configure

Uniguely identifying your users

Select how users should be identified in your on-premises directories. W

all directories.

(® Users are represented only once acra
() User identities exist across multiple directo
® Mail attribute
ObjectSID and msExchMasterAccountSID/msRTCSIP-Origi
SAMAccountName and MailNickName attributes

Users are created as
individuals in Azure AD
Objects are not joined
in the metaverse

A specific attribute

Select how users should be identified with Azure AD. @
() Let Azure manage the source anchor

@® Choose a specific attribute

Default and
best option

mS-DS-ConsistencyGuid

Azure is currently synchronized using mS-DS-ConsistencyGuid and urce anchor
for your on-premises users. Learn more

Previous

26
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Error-free with hybrid synchronization

images in that slides are license free and from
Pixabay.com
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