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More details
and videos🤓

https://www.microsoft.com/en-us/security/business/zero-trust
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Demo:
Password Protection in
the Azure AD Portal
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Demo:
Custom Banned Password Policy
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Banned password list – normalization process when changing passwords

Example 1:
blank is in „banned password list“
User entered: Bl@Nk
After normalization: blank
and therefore invalid as password

Example 2:
Zugspitze is in my lab KBCORP in „custom banned
password list“
Combinations and variants are also not allowed
Zugpitze1! is invalid.
Valid on the other hand Alpspitze1!

Allows to apply a small set of
forbidden words to a large set
of weak passwords

all letters are converted into
lowercase

Character replacements:
@=a   $=s   1=i   0=o
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Banned password list – normalization process when changing passwords

Example 1:
blank is in „banned password list“
User entered: Bl@Nk
After normalization: blank
and therefore invalid as password

Example 2:
Zugspitze is in my lab KBCORP in „custom banned
password list“
Combinations and variants are also not allowed
Zugpitze1! is invalid.
Valid on the other hand Alpspitze1!

Allows to apply a small set of
forbidden words to a large set
of weak passwords

all letters are converted into
lowercase

Character replacements:
@=a   $=s   1=i   0=o

Example 3:
$3CureP@$$w0rd8
after normalization becomes
securepassword8
and is therefore rejected as invalid

Example 4:
Combinations of tenant or user names are taken into
account:
Kbcorp!christa“
is also invalid and gets rejected
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Password strength evaluation algorithm

Each banned word = 1 point

At least a score of
5. points is required to pass

Each unique character = 1 
point

Example of valid / invalid password
Zugsp1tzeHe1se98
Scored according to point system:
[zugspitze] + [heise] + [9] + [8]

1            +      1      +  1   +  1  =  4 points = not valid r

Zugsp1tze6He1se98
Scored according to point system:
[zugspitze] + [9] + [heise] + [9] + [8]

1            +  1  +       1      +  1   +  1  =  5 points = valid ✓

Final scoring



Zero Trust Identity – minor but powerful functionalities

Azure Meetup Stuttgart, 10.02.2022 (c) Klaus Bierschenk – klaus@nothingbutcloud.net

„Default“ Microsoft „Banned password list“ is not public

„Custom list“ is a combination and words can be 4-16 char length and max. 1.000 entries

In the hybrid context, the function is extensible to on-premises Active Directory 

combined password list is obtained via proxy and provided to the DCs

Compatible with existing password filters

Only basic passwords useful. Normalization detects variations

Regional reference, product names, locations, company-specific abbreviations

„Banned password list“ im Azure AD
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Password from banned
pwd list entered
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No internet required
on DCs

Works with other on-
prem password filter

dll

Audit mode
„what if“ mode – logs when
password would have been

rejected

Key topics

Microsoft docs article

©
 M

ic
ro

so
ft

https://docs.microsoft.com/en-us/azure/active-directory/authentication/tutorial-configure-custom-password-protection
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Emergency accounts – BGA (Break Glass Accounts)

Locking out of the tenant is possible and represents a nasty scenario

BGAs are an important part of a organization‘s disaster recovery plan

Especially important if PTA is used (requires connection to on-prem agents)

Multiple reasons for an "emergency" are possible:

➔ deleted admin accounts

➔ Incorrect configurations

➔ Policies too restrictive (e. g. Conditional Access)
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BGA Design / Implementation

No synchronized user accounts

Create "Cloud Only" user accounts (not personalized)

A dedicated group only for these accounts

BGA accounts have high privileges (GA)

BGA accounts are used for exclusions (policies)

Password considerations: Retention? Shared pwd?

Risk Analysis required. Wide rights vs. no MFA

Administrative Aspects (ops)

Document emergency process

Test regularly with planning. Part of ops man

Alert rule for BGA login and modification to group

Does login work? Rights ok? Messages ok?

Check if "Excludes" fit in the policies

Regularly check of warning- and alert rules

Change of pwd in case of MA change in admin team
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Demo:
BGA Accounts –
Monitoring and exclusions
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Check for mail from attached services (Access Reviews, PIM, warning rules, ...)

Check Workbooks “e.g. Failure" statistics in Azure Workbook

Checking the "Azure AD Connect Health" Dashboard

Daily

Weekly

Keep an eye on "Identity / Secure Score“

Azure AD - regular tasks (examples) 
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Check if a new Azure AD Connect version has been released

Check for orphaned objects (Sentinel or PS with LastLogonTimeStamp)

Change Staging / Active AAD Connect Server

Monthly:

Quarterly:

Manually check if exclusions are in place

Login test with „Break Glass Accounts“ !! Must fire alert rules etc.

Azure AD - regular tasks (examples) 
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Container to bundle objects for administrative purposes

Administrative structure. Users and groups can be assigned

No hierarchical structure, no nesting, no Inheritance etc.

Possibility to enable management on specific groups / user accounts (project office e. g.)

Mystaff.microsoft.com offers very "simple" administrative options (PW Reset)

M365 Admin Portal also possible. More comfortable

Administered objects can be assigned to multiple "Administrative Units“

Management via PowerShell, Graph API, Azure Portal
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Top three advantages and disadvantages of "Administrative units“

Allows administration to users without giving access to the Azure AD portal

Implementation without much effort. Well suited for short term purpose (project)

Multiple units can be confusing. Who may do what and where can be unclear

Only a few roles are currently available

Only static assignment of identities to admin units. No dynamic functionality

Implementierung ohne viel Aufwand. Gut geeignet für kurzfristigen Zweck (Projekt)

Advantages:

Disadvantage:
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https://news.microsoft.com/ignite-november-2021-book-of-news/
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Quick overview on tools
Conditional Access policies
Access Reviews
Azure AD Monitoring
Identity Protection
Privileged Identity Management (PIM)
Administrative Units
Password Protection
Dynamic Group Membership
Emergency Access (BGA Accounts)
MFA - how it works

Extended reading covered topics
Tutorial: Configure Banned Passwords
Plan and deploy on-premises AAD pwd protection
How to manage staled devices in Azure AD
How to manage inactive Users in Azure AD

Nothingbutcloud – 2-5min reading blog posts
Zero Trust in Azure Identity - Part 1: Tenant Security
Zero Trust in Azure Identity - Part 2: MFA! Is there a right way?
Zero Trust in Azure Identity - Part 3: Conditional Access
Zero Trust in Azure Identity - Part 4: Access Reviews
Zero Trust in Azure Identity - Part 5: Monitoring critical roles

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/overview-monitoring
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-protection
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure
https://docs.microsoft.com/en-us/azure/active-directory/roles/administrative-units
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-password-ban-bad
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-dynamic-membership
https://docs.microsoft.com/de-de/azure/active-directory/roles/security-emergency-access
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-mfa-howitworks
https://docs.microsoft.com/en-us/azure/active-directory/authentication/tutorial-configure-custom-password-protection
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on-premises-deploy
https://docs.microsoft.com/en-us/azure/active-directory/devices/manage-stale-devices
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/howto-manage-inactive-user-accounts
https://nothingbutcloud.net/azuread/security/identity/ZeroTrust-Tenant-Security/
https://nothingbutcloud.net/azuread/security/identity/ZeroTrust-MFA/
https://nothingbutcloud.net/azuread/security/identity/ZeroTrust-CA/
https://nothingbutcloud.net/azuread/security/identity/ZeroTrust-AR/
https://nothingbutcloud.net/azuread/security/identity/ZeroTrust-Monitoring-copy/

