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 What is the problem?

 How Can AI Talk to Entra ID?

Setting the Stage

 Deterministic vs. AI: It’s Not a Competition

Exploring AI Approaches

Agent Builder · Security Copilot · MCP Server for Enterprise



What is the problem?

Object type What makes me suspicious Why can‘t I just delete it? Existing tools

Users No sign-in, no MFA, missing
manager Owner of resources? Manager?

lastSignInDateTime (PSH) EAC, 
Registered auth. Methods,

Access Reviews

Guests Long inactive, no sponsor External lifecycle / access still 
needed

lastSignInDateTime (PSH) EAC, 
Registered auth. Methods,

Access Reviews
Guest Access Governance

Groups No members, no owner, 
inactive owner

Used for roles, apps or
automation

PowerShell, Groups Insight 
(Preview)

Apps No sign-ins, no owner, old
secrets

Integration still required? Powershell, Enterprise Application
Activity (EAC)

CA Policies No hits / overlapping / 
disabled Security dependency? Workbooks

Privileged
access

Old or unused assignments, 
permanent roles Operational dependency? PIM Dashboard



Deterministic vs. AI: It’s Not a Competition

• Delivers consistent and 
reproducible results

• Systematically checks objects
against defined criteria

• Enables scheduled checks, 
reporting and automated
remediation

DETERMINISTIC
PowerShell · KQL · Workbooks

• Can discover unexpected
patterns and relationships

• Helps explain findings, 
understand context and identify
risks

• Allows interactive investigations
using natural language

Artificial Intelligence
Security Copilot · MCP + LLM

AI to explore. Scripts to prove. Humans to decide.



How Can AI talk to Entra ID?

Agent Builder
(M365 Copilot)

Knowledge-
based

Declarative
Agent

Security Copilot

Embedded / 
Standalone

Security
Agents

MCP Server for Enterprise

AI-Tool 
Integration

Entra ID
Access



Agent Builder (M365 Copilot)

How Can AI talk to Entra ID?

• Agents can be shared and published for others to use

• Works with documents, SharePoint content, and websites

• No direct access to Entra ID objects or configurations



Prompt-
Example

How Can AI talk to Entra ID?

„You are reviewing Conditional
Access policy names for 
compliance with our organization's
naming convention.
Evaluate the following policies
exclusively against your configured
knowledge source“





Agent Builder (M365 Copilot)

How Can AI talk to Entra ID?

• Agents can be shared and published for others to use

• Works with documents, SharePoint content, and websites

• No direct access to Entra ID objects or configurations



Security CopilotAgent Builder
(M365 Copilot)

How Can AI talk to Entra ID?

Knowledge-
based

Declarative
Agent

MCP Server for Enterprise

Embedded / 
Standalone

Security
Agents

AI-Tool 
Integration

Entra ID
Access



Security Copilot

How Can AI talk to Entra ID?

• Capacity measured in Security Compute Units (SCUs)
Billing depends on the applicable licensing and capacity model:
Inclusion Capacity vs. Provisioned Capacity

• Agents: Conditional Access Optimization Agent

• Embedded Experience → Integrated into the Entra admin center
• Standalone Experience → securitycopilot.microsoft.com



How Can AI talk to Entra ID?

https://github.com/KlaBier/Powershell/tree/main/CreateSecCopilotSCU



How Can AI talk to Entra ID?



How to talk with Entra ID



How to talk with Entra ID



Security Copilot (Inclusion Capacity)

How Can AI talk to Entra ID?

Eligible Microsoft 365 E5 and E7 customers receive 400 SCUs per month
for every 1,000 paid user licenses, up to a maximum of 10,000 SCUs

Example 1:
An organization with 400 seats receives 160 SCUs/month

Example 2:
An organization with 4,000 seats receives 1,600 SCUs/month.

https://aka.ms/securitycopilotme5
https://aka.ms/SCP-ignite25

https://aka.ms/securitycopilotme5
https://aka.ms/SCP-ignite25
https://aka.ms/SCP-ignite25
https://aka.ms/SCP-ignite25


Security CopilotAgent Builder
(M365 Copilot)

How Can AI talk to Entra ID?

Knowledge-
based

Declarative
Agent

MCP Server for Enterprise

Embedded / 
Standalone

Security
Agents

AI-Tool 
Integration

Entra ID
Access



How Can AI talk to Entra ID?

MCP Server for Enterprise

• Microsoft-hosted service – no infrastructure to maintain

• No secrets or certificates – OAuth 2.0 with PKCE
(Public Clients)

• Easy integration with AI clients (Claude, ChatGPT, etc.)

• Delegated permissions – granular access control







How Can AI talk to Entra ID?

MCP Server for Enterprise – components and token flow

Your Entra ID tenant
Microsoft backend

User + AI tool (MCP client)

VS Code · Copilot Studio · 

Claude · custom clients

Client identity

App registration or 

Enterprise App of the 

client

Service principal

Microsoft MCP Server for 

Enterprise (resource)

Tenant data

Users, groups, apps, 

policies, sign-ins

MCP Server for 
Enterprise

Translates prompts into 
Graph queries

Microsoft Graph

Executes the read calls

③ MCP request + Bearer token (aud = MCP Server)

① Sign-in + consent

② Access token (aud = MCP Server)

Delegated permissions + admin consent

Service principal = local identity of the MS-hosted MCP server

④ Graph access
Token
(via OBO)

⑤ read

Effective access = delegated
permissions / user's privileges



How Can AI talk to Entra ID?
MCP Server for Enterprise
Authorization Code Flow with PKCE (Proof Key for Code Exchange)

Client Entra ID

Authorize request with code_challenge

Generate:
• code_verifier

(random)

• code_challenge
sha-256(code_verifier)

Authorization code

Token-request + authorization code + code_verifier

Access token

Verify SHA256(code_verifier) = 
code_challenge

Microsoft
Additional reading

1

2

3

4

5
6

Public Client:
No Client Secret or
Certificate Required

https://devblogs.microsoft.com/identity/app-types-and-auth-flows/?utm_source=chatgpt.com
https://devblogs.microsoft.com/identity/app-types-and-auth-flows/?utm_source=chatgpt.com






MCP Server for Enterprise – Key Takeaways

Access control is only half the story. Data privacy is the other.

• Natural language access to Entra ID

• Delegated permissions & Entra RBAC

• OAuth with PKCE – no client secret required for public clients

• One app registration, multiple administrators

• Flexible choice of AI clients, read-only access to Entra



Same App, Different User – Access Denied

• Same App Registration
• Different User
• No Entra Admin Role





Summary: Which Tool for Which Job?

Agent Builder
(M365 Copilot)

Security Copilot

MCP Server for 
Enterprise

Deterministic
approach

Knowledge-based assistance using your own content and 
documentation

Security investigations, risk analysis and specialized
agents

Interactive analysis of live Entra ID data with your
preferred AI client

Reliable, repeatable changes. AI recommends, 
deterministic tools execute



Microsoft Learn

Best Practices & Community & Local LLMs

Natural Language Queries Against Entra ID — No Extra License Required  Blog Post (Claude and Entra)

KlaBier Github: CreateSecCopilotSCU PowerShell

The dilemma with unused objects in Azure AD

NothingButCloud Blog

https://learn.microsoft.com/de-de/microsoft-365/copilot/extensibility/agent-builder

https://github.com/microsoft/EnterpriseMCP/blob/main/README.md

Use Microsoft Entra groups to manage role assignments

Create an access review of Azure resource and Microsoft Entra roles in PIM

Merill Fernando – Lokka

LMStudio

Ollama

https://nothingbutcloud.net/2026-05-02-EntraMCPServer_Part1/
https://nothingbutcloud.net/2026-05-02-EntraMCPServer_Part1/
https://nothingbutcloud.net/2026-05-02-EntraMCPServer_Part1/
https://github.com/KlaBier/Powershell/tree/main/CreateSecCopilotSCU
https://nothingbutcloud.net/2023-03-22-FindStaledObjectsInAAD
https://learn.microsoft.com/de-de/microsoft-365/copilot/extensibility/agent-builder
https://learn.microsoft.com/de-de/microsoft-365/copilot/extensibility/agent-builder
https://learn.microsoft.com/de-de/microsoft-365/copilot/extensibility/agent-builder
https://learn.microsoft.com/de-de/microsoft-365/copilot/extensibility/agent-builder
https://learn.microsoft.com/de-de/microsoft-365/copilot/extensibility/agent-builder
https://learn.microsoft.com/de-de/microsoft-365/copilot/extensibility/agent-builder
https://learn.microsoft.com/de-de/microsoft-365/copilot/extensibility/agent-builder
https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/groups-concept
https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/groups-concept
https://learn.microsoft.com/en-us/entra/id-governance/privileged-identity-management/pim-create-roles-and-resource-roles-review
https://lokka.dev/
https://lokka.dev/
https://lokka.dev/
https://lmstudio.ai/docs/app#what-can-i-do-with-lm-studio
https://ollama.com/
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Deterministic vs. AI: Its Not a Competition

Criteria Deterministic (PowerShell, KQL, workbooks) AI (Security Copilot, MCP + LLM)

Consistency Same logic produces reproducible results, 
assuming the underlying data hasn't changed.

Not guaranteed. Results, interpretations and wording
may vary between runs.

Discovery & 
Coverage

Finds what you explicitly query or have defined
in your detection logic.

Can identify unexpected patterns and relationships. 
Naming mismatch e.g.

Time to first
answer

Existing scripts results quickly. New scenarios
may require development Often seconds, using natural language

Explains findings Predefined logic; interpretation often manual Can explain findings, provide context, highlight risks
and suggest next steps.

Completeness at 
scale Systematic queries, pagination required May miss objects or details due to context limits, 

incomplete retrieval or tool limitations.

How it fails Errors may be visible, but incorrect logic can
produce misleading results.

Can produce plausible, confident answers that are
incomplete or simply wrong.

Flexibility New questions often require modifying
queries, scripts or detection rules.

Follow-up questions allow investigations to evolve
without rewriting queries manually.

Best for Recurring checks, evidence, automation Exploration, identifying potential risks, investigations
and understanding complex relationships.
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