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Entra ID Housekeeping 
Identifying and Removing Abandoned
Objects to Reduce Risk
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About Klaus Bierschenk

Picture

Focus

Identity / Security

From

Murnau / Germany (1h south of Munich)

My Blog

https://Nothingbutcloud.net

Contact

Hobbies

linkedin.com/in/klabier/

Certifications

Sports, Mountains

Klaus@nothingbutcloud.net /
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“More than 99% of identity attacks can be prevented with basic security
hygiene.”
— Microsoft, Digital Defense Report 2025

https://www.microsoft.com/en-us/security/security-insider/threat-landscape/microsoft-digital-defense-report-2025

So why do we still have stale users, orphaned apps and unused admin roles?
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❖ The Causes
Where and how does tenant clutter arise?

❖ Tools for Housekeeping
How do I identify what is stale?

If you don’t clean up your tenant,
someone else might do it for you

❖ AI-assisted Housekeeping –
what's actually useful? Referenced Blog Articles exist

Agenda

See this symbol?
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How and where does tenant clutter arise? 

Join

Move

Leave

Group 
Management

Entra ID

Applications

Devices

User

CA-Policies

PIM

RBAC
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Does the user still exist?

Characteristics / Risks:

• Is Owner? Manager?

• Quickly created, bypassing
standard processes

• Manager or other company 
attributes empty

• No MFA method

• Exceptions in CA Policies -
often forgotten, rarely reviewed

Actions:

✓ Entra Admin Center

✓ Lifecycle Workflows

Access Reviews (rather not)

✗

✓ Natural Language Query:
„List all users with no login since 90 days“

✓ lastSignInDateTime / PS

✓ Registered Authentication Methods
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Demo

Entra Admin Center

User Filter

Authentication Methods

PowerShell is your friend
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https://github.com/KlaBier/Powershell/tree/main/EntraHouseKeeping
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To take care of your 
Guest Accounts

To take care of your 
Guest Accounts
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Is the guest account still needed?

Characteristics / Risks:

• Invitations can happen in many ways

• Without a lifecycle process, immortal

• Source of truth (management) in 
foreign Tenant

• Admin roles assigned

• CA-Policies applied to guests?

Actions:

✓ Check Guest (Tenant) Settings

✓ Lifecycle Workflows

✓ Who is allowed to invite?

✓ Access Reviews!• Sponsor attribute

✓ Governance – View Inactive Guests

✓ Natural Language Query:
„list all guest accounts without a sponsor set“
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Demo

Guest access governance

Access Reviews

Lifecycle Workflows
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Clean out old groups

Characteristics / Risks:

• Groups without members

• Groups without Owner

Actions:

✓ Groups Insights (Preview)

✓ Powershell / Graph

• Owner inactive ✓ Source of truth?

✓ Managed by vs. Owner

✓ Natural Language Example:
„list all groups with no sponsor, no member or with

any other topics relevant for housekeeping“
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EAC -> Groups -> Groups Insight (Preview)
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• Currently in preview

• Info on 2 levels:

Portal UI
-> Visual overview of group clutter

1

Source: Jan Bakker – What admins can learn from the new Entra ID Groups Insights blade (Feb 18, 2026)

API Endpoint
-> Data source for custom reports (custom parameters)

2

Group Insights Feature
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• No Sign-ins

• AssignmentRequired = Yes
but 0 Assignments

• No Owner

• Secret Hygiene? (App Registrations)

• Powershell / EAC

Who actually created this?

Enterprise Apps / App Registrations
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Enterprise Apps / App Registrations

EAC -> Overview -> Recommendations -> Remove unused applications
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Housekeeping:

Conditional Access Policies

Admin, looking into his CA 
Policies to find unused elements
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https://nothingbutcloud.net/2026-02-26-CAPolicyWorkbook/
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Housekeeping:

Privileged Roles – Privileged

Identity Management (PIM)
Sure, give everyone Global Admin!
What could possibly go wrong?
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Housekeeping - PIM
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• PIM – Dashboards -> Alerts

• Alerts and Access Reviews are
related to Privileged Roles

• Access Reviews for roles

• PIM for Groups? -> Access Reviews (Groups)

Housekeeping - PIM
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Security Copilot …

… and other AI

Much it can do. Know you must.
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• Standalone Edition -> securitycopilot.microsoft.com

• Billed via Security Compute Units (SCUs)
Computing Units - technical consumption unit, $4 per hour

• Agents: Conditional Access Optimization Agent

• Embedded Experience -> embedded in EAC

• Create / remove SCU temporarily via Script

Security Copilot for Housekeeping?
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Security Copilot for Housekeeping?

Security Copilot:

Standalone -

Portal / Edition
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Security Copilot for Housekeeping?
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Security Copilot for Housekeeping?

Security Copilot:

Embedded Experience

Entra Admin Center
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• https://aka.ms/securitycopilotme5

Eligible Microsoft 365 E5 customers receive
400 Security Compute Units (SCUs) per month per
1,000 E5 licenses (max. 10,000 SCUs per month)

Example 1:
An organization with 400 seats receives 160 SCUs/month

Example 2:
An organization with 4,000 seats receives 1,600 SCUs/month.

• https://aka.ms/SCP-ignite25

Security Copilot for Housekeeping?

https://aka.ms/securitycopilotme5
https://aka.ms/securitycopilotme5
https://aka.ms/SCP-ignite25
https://aka.ms/SCP-ignite25
https://aka.ms/SCP-ignite25
https://aka.ms/SCP-ignite25
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• No Licensing costs

• Check out Merill Fernando‘s Lokka Project

• Read Only Operations

• Extend your AI Client to Entra ID for Natural Language Prompting

MCP Server for Enterprise 

• Additional reading how to setup
and additional aspect in my latest blog post
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We value your feedback
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✓ Consistently eliminate orphaned identities

✓ Housekeeping is not a project – it is a process

✓ Define a Governance Strategie

− Users, groups, applications

− Powershell and automation (Blog Article)

− Documentation

− Access Review

− Lifecycle Workflows

Takeaways

Setup%20Azure%20automation%20to%20find%20unused%20user%20and%20computer%20accounts%20(step-by-step%20guide)
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Further Resources …

Microsoft Learn

Best Practices & Community

Natural Language Queries Against Entra ID — No Extra License Required Blog Post (Claude and Entra)

KlaBier Github: CreateSecCopilotSCU PowerShell

KlaBier Github: Powershell Housekeeping examples WPNinjas examples

The dilemma with unused objects in Azure AD

Lifecycle Workflows and Custom Extensions - step-by-step-guide

How to Build a Log Analytics Workbook for Unused CA Policies

NothingButCloud Blog

Embrace cloud-first posture: Convert Group Source of Authority to the cloud resources

Use Microsoft Entra groups to manage role assignments

Manage guest access with access reviews

Create an access review of Azure resource and Microsoft Entra roles in PIM

Jan Bakker – What admins can learn from the new Entra ID Groups Insights blade (Feb 18, 2026)

Merill Fernando - Locca

https://nothingbutcloud.net/2026-05-02-EntraMCPServer_Part1/
https://nothingbutcloud.net/2026-05-02-EntraMCPServer_Part1/
https://nothingbutcloud.net/2026-05-02-EntraMCPServer_Part1/
https://github.com/KlaBier/Powershell/tree/main/CreateSecCopilotSCU
https://github.com/KlaBier/Powershell/tree/main/EntraHouseKeeping
https://nothingbutcloud.net/2023-03-22-FindStaledObjectsInAAD
https://nothingbutcloud.net/2025-02-02-LCW-step-by-step-copy/
https://nothingbutcloud.net/2025-02-02-LCW-step-by-step-copy/
https://nothingbutcloud.net/2025-02-02-LCW-step-by-step-copy/
https://nothingbutcloud.net/2025-02-02-LCW-step-by-step-copy/
https://nothingbutcloud.net/2025-02-02-LCW-step-by-step-copy/
https://nothingbutcloud.net/2025-02-02-LCW-step-by-step-copy/
https://nothingbutcloud.net/2025-02-02-LCW-step-by-step-copy/
https://nothingbutcloud.net/2025-02-02-LCW-step-by-step-copy/
https://nothingbutcloud.net/2025-02-02-LCW-step-by-step-copy/
https://nothingbutcloud.net/2026-02-26-CAPolicyWorkbook/
https://learn.microsoft.com/en-us/entra/identity/hybrid/concept-source-of-authority-overview
https://learn.microsoft.com/en-us/entra/identity/hybrid/concept-source-of-authority-overview
https://learn.microsoft.com/en-us/entra/identity/hybrid/concept-source-of-authority-overview
https://learn.microsoft.com/en-us/entra/id-governance/licensing-fundamentals
https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/groups-concept
https://learn.microsoft.com/en-us/entra/id-governance/manage-guest-access-with-access-reviews
https://learn.microsoft.com/en-us/entra/id-governance/privileged-identity-management/pim-create-roles-and-resource-roles-review
https://janbakker.tech/what-admins-can-learn-from-the-new-entra-id-groups-insights-blade/
https://janbakker.tech/what-admins-can-learn-from-the-new-entra-id-groups-insights-blade/
https://janbakker.tech/what-admins-can-learn-from-the-new-entra-id-groups-insights-blade/
https://lokka.dev/
https://lokka.dev/
https://lokka.dev/
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Thank You

Please rate 
this session!

Any questions

︖
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