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“More than 99% of identity attacks can be prevented with basic security 

hygiene.”

— Microsoft, Digital Defense Report 2025

https://www.microsoft.com/en-us/security/security-insider/threat-landscape/microsoft-digital-defense-report-2025

So why do we still have stale users, orphaned apps and unused admin roles?



❖ Die Ursachen

Wo und durch was entsteht Tenant Müll?

❖ Werkzeuge für Housekeeping

Wie erkenne ich was alt ist?

Wenn du deinen Tenant nicht aufräumst,

macht es vielleicht jemand anders

❖ Wo hilft uns KI?

Blog Artikel



Die Ursachen – Wie und wo entsteht Tenant-Müll??
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Security Copilot im Housekeeping?

• Standalone Edition -> securitycopilot.microsoft.com

• Abrechnung über Security Compute Units (SCUs)
Computing Units - technische Verbrauchseinheit 4$ pro Stunde

• Agenten: Conditional Access Optimization Agent (Blog Artikel)

• Embedded Experience -> eingebettet in EAC

• Erstelle / entferne SCU temporär per Script (Blog Artikel)

https://nothingbutcloud.net/2025-07-28-CA-PolicyAgent1/
https://nothingbutcloud.net/2025-01-16-SCU_ON_OFF/








Security Copilot für M365 E5 Kunden

• https://aka.ms/securitycopilotme5

Berechtigte Microsoft 365 E5 Kunden erhalten

400 Security Compute Units (SCUs) pro Monat je 1.000 E5-Lizenzen

(max. 10.000 SCUs pro Monat)

Beispiel1:

Eine Organisation mit 400 Arbeitsplätzen erhält 160 SCUs/Monat

Beispiel2:

Eine Organisation mit 4.000 Arbeitsplätzen erhält 1.600 SCUs/Monat.

• https://aka.ms/SCP-ignite25

https://aka.ms/securitycopilotme5
https://aka.ms/securitycopilotme5
https://aka.ms/SCP-ignite25
https://aka.ms/SCP-ignite25
https://aka.ms/SCP-ignite25
https://aka.ms/SCP-ignite25


Conditional Access Policies



Conditional Access Policies – CA Policy Usage (Blog Artikel)

https://nothingbutcloud.net/2026-02-26-CAPolicyWorkbook/


Privileged Roles – Privileged Identity Management



• PIM – Dashboards -> Alerts

Privileged Access Hygiene

• Alles bezogen auf Rollen

(Alerts, Access Reviews usw.)

• Access Reviews für Rollen

• PIM – Dashboards -> Overview

• PIM for Groups? -> Access Reviews (Gruppen)



Privileged Identity Management -> Roles -> Alerts



Merkmale / Risiken:

• Ist Owner? Manager?

Gibt es den Benutzer noch?

• Mal eben anlegen, vorbei an

Standardprozessen

• Manager- oder andere Company-

Attribute leer

• Keine MFA Methode

• Ausnahmen in CA-Policies

Maßnahmen:

✓ Entra Admin Center

✓ Lifecycle Workflows

✓ Registered Authentication Methods

✓ PowerShell / Graph

✓ lastSignInDateTime

Access Reviews (eher nicht)

✗



Demo

→ Entra Admin Center

User Filter

→ PowerShell is your friend

→ Authentication Methods





https://github.com/KlaBier/Powershell/tree/main/EntraHouseKeeping





To take care of your 

Guest Accounts



Merkmale / Risiken:

Wird das Gastkonto noch benötigt?

• Einladung ist vielfältig möglich

• Ohne Lifecycle Prozess unsterblich

• Source of truth (Management) 

in fremden Tenant

• Admin Rollen vorhanden

• CA-Policies auf Guests angewendet?

Maßnahmen:

✓ Check Guest (Tenant) Settings

✓ Lifecycle Workflows

✓ Wer darf einladen?

✓ Access Reviews!

• Sponsor Attribut

✓ Governance – View Inactive Guests



Demo

→Umgang mit Gast Konten



EAC -> ID Governance -> Dashboard -> View inactive Guests



EAC -> ID Governance -> Dashboard -> View inactive Guests



Merkmale / Risiken:

Alte Gruppen ausmisten

• Gruppen ohne Mitglieder

• Gruppen ohne Owner

Maßnahmen:

✓ Groups Insights (Preview)

✓ Powershell / Graph

• Owner inaktiv ✓ Source of truth?

✓ Managed by vs. Owner



EAC -> Groups -> Groups Insight (Preview)



Group Insights Feature

• Aktuell in Preview

• Infos auf 2 Ebenen:

Portal UI

-> Visuelle Übersicht über Gruppenunordnung

1

Quelle: Jan Bakker – What admins can learn from the new Entra ID Groups Insights blade (Feb 18, 2026)

API Endpoint

-> Datenquelle für eigene Reports (eigene Parameter)

2



Enterprise Applikationen / App Registrations

• Keine Sign-ins

• AssignmentRequired = Yes

aber 0 Assignments

• Kein Owner

• Secret Hygiene? (App Registrations)

• Powershell / EAC

Wer hat das eigentlich angelegt?



EAC -> Overview -> Recommendations -> Remove unused applications



✓ Verwaiste Identitäten konsequent eliminieren

Takeaways

✓ Housekeeping ist kein Projekt – es ist ein Prozess

✓ Governance etablieren- Access Review Strategie finden / LCW Strategie

− Benutzer, Gruppen, Applikationen

− Powershell und Automatisierung nutzen (Blog Artikel)

− Dokumentation

− Access Review

− Lifecycle Workflows

Setup%20Azure%20automation%20to%20find%20unused%20user%20and%20computer%20accounts%20(step-by-step%20guide)


Further Resources …

Microsoft Learn

Best Practices & Community

Zero Trust in Entra ID: Monitoring Break-Glass Accounts and Other Sensitive Operations

KlaBier Github: CreateSecCopilotSCU PowerShell

KlaBier Github: Powershell Housekeeping Beispiele  secIT Beispiele

The dilemma with unused objects in Azure AD

Lifecycle Workflows and Custom Extensions - step-by-step-guide

How to Build a Log Analytics Workbook for Unused CA Policies

NothingButCloud Blog

Embrace cloud-first posture: Convert Group Source of Authority to the cloud Infos 

Use Microsoft Entra groups to manage role assignments

Manage guest access with access reviews

Create an access review of Azure resource and Microsoft Entra roles in PIM

Jan Bakker – What admins can learn from the new Entra ID Groups Insights blade (Feb 18, 2026)

https://nothingbutcloud.net/2025-12-16-ZeroTrust-Monitoring/
https://nothingbutcloud.net/2025-12-16-ZeroTrust-Monitoring/
https://nothingbutcloud.net/2025-12-16-ZeroTrust-Monitoring/
https://github.com/KlaBier/Powershell/tree/main/CreateSecCopilotSCU
https://github.com/KlaBier/Powershell/tree/main/EntraHouseKeeping
https://nothingbutcloud.net/2023-03-22-FindStaledObjectsInAAD
https://nothingbutcloud.net/2025-02-02-LCW-step-by-step-copy/
https://nothingbutcloud.net/2025-02-02-LCW-step-by-step-copy/
https://nothingbutcloud.net/2025-02-02-LCW-step-by-step-copy/
https://nothingbutcloud.net/2025-02-02-LCW-step-by-step-copy/
https://nothingbutcloud.net/2025-02-02-LCW-step-by-step-copy/
https://nothingbutcloud.net/2025-02-02-LCW-step-by-step-copy/
https://nothingbutcloud.net/2025-02-02-LCW-step-by-step-copy/
https://nothingbutcloud.net/2025-02-02-LCW-step-by-step-copy/
https://nothingbutcloud.net/2025-02-02-LCW-step-by-step-copy/
https://nothingbutcloud.net/2026-02-26-CAPolicyWorkbook/
https://learn.microsoft.com/en-us/entra/identity/hybrid/concept-source-of-authority-overview
https://learn.microsoft.com/en-us/entra/identity/hybrid/concept-source-of-authority-overview
https://learn.microsoft.com/en-us/entra/identity/hybrid/concept-source-of-authority-overview
https://learn.microsoft.com/en-us/entra/id-governance/licensing-fundamentals
https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/groups-concept
https://learn.microsoft.com/en-us/entra/id-governance/manage-guest-access-with-access-reviews
https://learn.microsoft.com/en-us/entra/id-governance/privileged-identity-management/pim-create-roles-and-resource-roles-review
https://janbakker.tech/what-admins-can-learn-from-the-new-entra-id-groups-insights-blade/
https://janbakker.tech/what-admins-can-learn-from-the-new-entra-id-groups-insights-blade/
https://janbakker.tech/what-admins-can-learn-from-the-new-entra-id-groups-insights-blade/




Backup
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