Entra ID Frahjanrsputz — Altlasten

erkennen, Risiken beseitigen

Klaus Bierschenk
Director Consulting Expert @ CGl Germany

Based in Murnau am Staffelsee, Bavaria

Living with my family, two snakes, two cats — and lots
of other animals my cats bring home from time to time

. @klabierbsky.social Microsoft®
Most Valuable
Professional

in http://www.linkedin.com/in/klabier

Klaus@NothingButCloud.net

% https://nothingbutcloud.net/
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https://nothingbutcloud.net/
https://www.linkedin.com/in/klaus-bierschenk-452a40153

“More than 99% of identity attacks can be prevented with basic security
hygiene!
— Microsoft, Digital Defense Report 2025

https://www.microsoft.com/en-us/security/security-insider/threat-landscape/microsoft-digital-defense-report-2025

So why do we still have stale users, orphaned apps and unused admin roles?
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Wenn du deinen Tenant nicht aufraumst,
macht es vielleicht jemand anders

¢ Die Ursachen
Wo und durch was entsteht Tenant MUll?

% Werkzeuge fir Housekeeping
Wie erkenne ich was alt ist?

» Wo hilft uns KI?
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.
Die Ursachen — Wie und wo entsteht Tenant-M£ull?

Q RBAC
. PIM
Group o

Management

a

Entra ID

Leave

User
Applications

Devices
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Gibt es den Benutzer noch?

Merkmale / Risiken:

Mal eben anlegen, vorbei an
Standardprozessen

Manager- oder andere Company-
Attribute leer

Keine MFA Methode

st Owner? Manager?

Ausnahmen in CA-Policies

MalBnahmen:

v Entra Admin Center
v' lastSigninDateTime
v" Registered Authentication Methods
v' PowerShell / Graph
v’ Lifecycle Workflows

Access Reviews (eher nicht)
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Demo

- Entra Admin Center
User Filter

-> PowerShell is your friend
- Authentication Methods
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i i Search services, and docs (G — klaus@kbrun.de
Microsoft Entra admin center Tl ® B O B penusOund

Home > Groups | All groups > PIM-All-Helpdesk | Owners
o Users -
W= Main Identity LAB e
» -+ New user ™ 1 Download users (Preview) § [ Bulk operations ~ () Refresh

® Azure Active Directory is nhow Microsoft Entra ID. [4 @ Manage view Edit columns

| O search ¥ Add filter %2 Per-user MFA @ Copy link to view

63 users found
;? Got feedback?

Display name T User principal name Tl Last interactive sign-in time User type On-premises sy...  ldentities

) o

B /m X X O ¢

Adele Vance (Helpdesk) AdeleV@kbcorp?2... ED 9. Mai 2025, 19:08 Member No kbcorp2021.onmicrosoft.com

&

Adele Zetta EMP1941@kbcor... [ 19. Jan. 2025, 09:42 Member No kbcorp2021.onmicrosoft.com

B

Alex Wilber (Helpdesk) AlexW@kbrun.de @ 23. Okt. 2025, 17:45 Member No kbcorp2021.onmicrosoft.com

a(]0

Alvin Herrera Alvin.Herrera@kb... Member kbcorp2021.onmicrosoft.com
Andreas Andreas_kbcorp2... 28. Dez. 2025, 10:12 Member ExternalAzureAD
Anna Anna_kbcorp2022... Member ExternalAzureAD

{Q\O
Anthony Rodgers Anthony.Rodgers... Member kbcorp2t 08 Jsott.com)

L]
L]
[]
L]
[]
[
[]
[ ]




ID EXPLORER 2 02 Groups-Example.ps1 > 03 Devices-Beispiele.ps1 2. 01 User-Beispiele.ps1 X > e @
~ POWERSHELL &6 C B EntraHouseKeeping > 2> 01 User-Beispiele.ps1 > ...
Q 3 wvscode 27 # The good old 5QL days... order by :-)
s AAD Socret Infos 28 #Get-MgUser -Consistencylevel eventual -Count userCount -Filter “"startsWith(DisplayMName, "A')" -OrderBy [E== 7
I B 29 :
> AutomationRunbockLab . . . . .
3—9 38  # Bestimmte Eigenschaften einschlieflich des Datums der letzten Anmeldung
» BackupCAs_Examples 31 #Get-MgUser -Al1 -Property UserprincipalMame, Displayname, CreatedDateTime, SignInActiwvity _
S 2 Bulk_Operations_CSVs 32 # | Select-Object DisplayName, UserPrincipalName, @{N="Last SignIn";E={$_.SignInActivity.lLastSignInD *
O » CreateSecCopilotSCU 33
> CSV2SCIM 34 # Liste der Benutzer mit Anmeldung vor einem spezifischem Anmeldedatum
% > Entra - Local Git with EntraExporter %15 #Get-MgUser -Filter "signInActivity/lastSignInDateTime le 2825-12-31T00:00:08Z
: 36 e e e e
Etcaioucak _ _ ) . .
[;4»_ — — 37  # Liste aller Gerate die langer als 98 Tage nicht benutzt wurden
i~ > 01 User-Beispiele.ps1 | 38 $date = (Get-Date (Get-Date).AddDays(-98) -Format u).Replace(' ",'T")
2 02 Groups-Example.ps1 30
>_ 03 Devices-Beispiele.ps1 48 # ... und das ganze selektiert vor einem Zeitpunkt
> SCIMAPIDemo 41 Get-Mglser -Filter "signInActivity/lastSignInDateTime le $date”™ °
¥ CODE_OF CONDUCT.md 42 -Property UserprincipalName,Displayname,CreatedDateTime, SignInActivity °
AEE S -L-—l | SEIECt;{):JEEt ElgPla)Im?m?{$ SignInActivity.lLastSignInDateTime}},
@{N="Last SignIn";E={$_.SignInActivity.LlLastSignInDateTime}},
() README.md i S i =
- 45 UserPrincipalName,
| @ unusedObijects.xlsx | 16 createdDateTine =
a7 | Export-Excel $xlsFile -WorksheetName "Internal User" -ClearSheet -AutoSize
PROBLEMS  OUTPUT  DEBUG CONSOLE  TERMINAL  PORTS 5 ] L
Writing objects: 10e% (18/18), 1.58 KiB | 765.80 KiB/s, done. s [BJpwsh
Total 1@ (delte_: 6), reused @ (delta @), pack-r‘euﬁt.ed 2 (from @) . 5 ) Powershell ...
@ remote: Resolwing deltas: 1088% (6/6), completed with 4 local objects. -
To https://github.com/KlaBier/Powershell.git C
ba@474d. .4e886cEé main -> main
» OUTLINE o : :
§o3 PS C:\Users\klaus\OneDrive\GitContent\Powershell> [|
» TIMELINE
¢ [ Powershell §* main Q) ®oAo @ Klaus Bierschenk (now) Ln8 Col47 Spaces:2 UTF-8 CRIF {}

https://github.com/KlaBier/Powershell/tree/main/EntraHouseKeeping



i i Search 3 ices, and d G | klaus@kbrun.de ¢
o R

Home > Groups | All groups > PIM-All-Helpdesk | Owners > Users > Authentication methods

-] Authentication methods | User registration details

|/O Search i Download O Refresh [TH Columns ,C? Got feedback?

Manage

‘ £ Name or UPN starts with Y Add filter

%> Policies

Password protection Multifactor authentication capable: All Passwordless capable: All SSPR capable: All Methods registered: All User preferred method: All X

o ] % Reset filters
Registration campaign
Authentication strengths

° Name Tl Multifactor authen...  Passwordless Ca... Default multifactor aut... = Methods Registered Last Updated Time
Settings

Hans Muster Not Capable Not Capable 27.02.26, 02:29:49 UTC
Monitoring

Lynch, Joshua Not Capable Not Capable 27.02.26, 02:29:49 UTC
-i;i Activity

Johanna Lorenz Not Capable Not Capable 27.02.26, 02:29:49 UTC
@ User registration details

_ klabier Not Capable Not Capable 27.02.26, 02:29:49 UTC
il Registration and reset events

Klaus NothingbutCloud Not Capable Not Capable 27.02.26, 02:29:49 UTC
Bulk operation results

Klaus Admin Capable Capable Microsoft Authenticator apy Passkey (Synced),Passkey (other 27.02.26, 02:29:49 UTC
Bulk operation results (Preview)

Klaus Bierschenk Capable Capable Microsoft Authenticator apy Security question,Passkey (Micrc  27.02.26, 02:29:49 UTC

Langley external Not Capable Not Capable 27.02.26, 02:29:49 UTC

Richard Langley (Investi... Capable Capable Microsoft Authenticator apy Security question,Passkey (Synce 27.02.26, 02:29:49 UTC

Larry Fontain Not Capable Not Capable 27.02.26, 02:29:49 UTC

e




To take care of your
Guest Accounts
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Wird das Gastkonto noch bendtigt?

Merkmale / Risiken:

Einladung ist vielfaltig moglich
Ohne Lifecycle Prozess unsterblich

Source of truth (Management)
in fremden Tenant

Admin Rollen vorhanden

CA-Policies auf Guests angewendet?

Sponsor Attribut

Mafllnahmen:
v Check Guest (Tenant) Settings

v' Wer darf einladen?
v' Governance — View Inactive Guests
v’ Lifecycle Workflows

v Access Reviews!
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Demo

- Umgang mit Gast Konten
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(9 https://entra.microsoft.com/#view/Microsoft_Azure_ldentityGovernance/lnactiveGuestsReport.ReactView B A ) 9= @

i i Search . services, and docs (G — klaus@kbrun.de
Microsoft Entra admin center 7 copiot ARG G R awr-fobiig

Home Main Identity LAB

Insights and reporting | Inactive guest accounts

Microsoft - Entra ID

Last updated: 20. Februar 2026 um 02:11 MEZ

Monitor the inactive guest accounts in your organization. Customize the inactivity threshold depending on your organization's needs, narrow down the scope of guests you want to monitor and identify the guest accounts that
may be inactive.

Inactivity threshold (O Guests inactivity distribution Guest inactivity overview (O

90 days without Sign in 50th percentile | 90th percentile || 95th percentile | Inactivity thresh...
30 days 90 days 90 days 90 days

Guest account overview

Guest accounts

I B o

Inactive guest accounts

I .

. Never Signed In . Signed In At Least Once

Guest accounts

22%

B Less Than 30 Days [ 30-59 Days 60-89 Days ‘ : g : T T
120 150 180 210 240 270

M 90-119 Days Inactive days

. Active Guest Accounts . Inactive Guest Accounts

EAC -> ID Governance -> Dashboard -> View inactive Guests



C | O https:/fentra.microsoft.com/#view/Microsoft_Azure_ldentityGovernance/InactiveGuestsReport.ReactView

Microsoft Entra admin center

Domain names

Custom branding

Mobility

Monitoring & health

ID Protection

ID Governance

Dashboard

Entitlement management

Access reviews

Privileged Identity Management

Lifecycle workflows

Verified ID

Global Secure Access

What's new

Billing

Insights and reporting | Inactive guest accounts

Insights and reporting | Inactive guest accounts

Microsoft - Entra ID

Main Identity LAB

BSA‘\ﬁ?fE@"‘

P Search resources, services, and docs (G+/) T Copilot n iﬁs’ @ R'_v]

Home Main Identity LAB

klaus@kbrun.de
MAIN IDENTITY LAB (KBCORP20...

Guest accounts summary

Review the details for guest accounts and identify the ones that are inactive.

O Search text here

| Download all data

Name

klabier

testuser

Disabled Guest

Klaus NothingbutCloud
Bert

Birgit

Synch Testuser1

woody

Megan Bowen

EAC -> ID Governance -> Dashboard -> View inactive Guests

Domain

klabier.de

nothingbutcloud.net

kbcorp2022t.onmicrosoft.com

kbcorp2022t.onmicrosoft.com

kbcorp2022t.onmicrosoft.com

kbcorp2022t.onmicrosoft.com

kbcorp2022t.onmicrosoft.com

Activity state: All

Inactive days: All

Email

klabier@me.com

mail@klabier.de

klaus@nothingbutcloud.net

Bert@kbcorp2022t.onmicrosoft.com

Birgit@kbcorp2022t.onmicrosoft.com

SyncUsr1@kbcorp2022t.onmicrosoft.com

woody@kbcorp2022t.onmicrosoft.com

MeganB@kbcorp2022t.onmicrosoft.com

Last sign-in: All

% Reset filters

Inactive days

Activity state

Active

Active

Inactive

Inactive

Inactive



Alte Gruppen ausmisten

Merkmale / Risiken:

Gruppen ohne Mitglieder
Gruppen ohne Owner

Owner inaktiv

MalBnahmen:

v

v
v
v

Groups Insights (Preview)

Powershell / Graph

Source of truth?

Managed by vs. Owner

Expeﬂg
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Microsoft Entra admin center

Home > Groups | All groups >

Search . services, and docs (G ] klaus@kbrun.de
coritor JL g ORI i

PIM-All-Helpdesk | Owners > Users > Authentication methods | User registration details > Main Identity LAB > Insights and reporting | Inactive guest account

~, Groups | Insights (Preview)

Main Identity LAB

Overview
All groups

i Insights (Preview)
Deleted groups

Diagnose and solve problems

Settings

€3 General

@ Expiration

€23 Naming policy

Activity

&4 Privileged Identity Management
Y= Access reviews

E Audit logs

Bulk operation results

Troubleshooting + Support

f} New support request

JWIICH

Groups with No Owners Groups with Service Principals as Owners Groups with Guest Users as Owners

52 0 0

View data View data View data

Groups with Service Principals as Owners or Members

No groups with service principals found

Groups with service principal owners or members will appear here

Member

Groups with Complicated Rules Groups with Low Efficient Operators

0 2

View data View data

Lifecycle

Newly created groups Expiring groups

EAC -> Groups -> Groups Insight (Preview)

X




Group Insights Feature
« Aktuell in Preview

e |nfos auf 2 Ebenen:

M Portal Ul

-> Visuelle Ubersicht Uber Gruppenunordnung

™ API Endpoint

-> Datenquelle fUr eigene Reports (eigene Parameter)
Quelle: Jan Bakker — What admins can learn from the new Entra ID Groups Insights blade (Feb 18, 2026)
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Enterprise Applikationen / App Registrations

Wer hat das eigentlich angelegt?

Kein Owner
Keine Sign-ins

AssignmentRequired = Yes
aber 0 Assignments

Secret Hygiene? (App Registrations)

Powershell / EAC &

Expeltg\ Live )(}_ermany
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& Edge Datei Bearbeiten Anzeigen Verlauf | Favofiten Profile Tab Fenster Hilfe B 5] % @ o O C 9 ;a & '—\“Ilim!o{ 8' =) ®

@ @ 4 Main Identity LAB - Microsoft £ X B® Recommendation to remove un: X = -
& (G @ https://entra.microsoft.com/#view/Microsoft_AAD_IAM/TenantOverview.ReactView/initialValue//tabld//recommendationResourceld//fromNav/Identity

i i Search resources, services, and docs (G N & . klaus@kbrun.de
Microsoft Entra admin center opil pe el

Usage & insights | Microsoft Entra application activity (Preview) Main Identity LAB Remove unused applications Main Identit

Main Identity LAB X

Home

Entra agents

ra
¥

- Add Vv 'k Manage tenants What's new % Preview features Q7 Got feedback?

Favorites g R "
@ 1o improve your experience, we're experimenting with your Home page. Click "Got feedback?" to tell us what you think

Overview Monitoring Properties Recommendations Setup guides
Entra ID ——

Overview
51 recommendations found
Users

Priority Recommendation Required licenses Release type
Groups

) Medium Enable password hash sync if hybrid Microsoft Entra ID Free Generally available
Devices '

High ) re passwords Microsoft Entra ID Free Generally available
Agent ID (Preview)

Enterprise apps Low Use least privileged administrative Microsoft Entra ID Free Generally available

>
®©
R
ey
B
&
a8
8

High tect all users w sign-in risk policy Microsoft Entra ID P2 Generally available

App registrations | Low Enable self-service password reset Microsoft Entra ID P1 Generally available
Roles & admins |

Delegated admin partners Medium at Microsoft Entra Workload 1D Preview
Domain services

Medium R ve L Ci s Microsoft Entra Workload 1D Preview

Microsoft Entra ID P2 Generally available

EAC -> Overview -> Recommendations -> Remove unused applications




: o : n . = klaus@kbrun.de
Microsoft Entra admin center R Search resources, services, and docs (G+/) Q 5‘33 @ poy MAIN IDENTITY LAB (KBCORP20...

Home > Privileged Identity Management | Microsoft Entra roles > Main Identity LAB

zz2 Main Identity LAB | Overview =

& Privileged Identity Management | Microsoft Entra roles

«

»*

Quick start Role activations in last 7 days Role assignment distribution

i Overview 100 M All roles
M Global Admi...

T
asks M Privileged R...

o2, My roles M User Admini...
13

Pending requests MEMBERS
Approve requests

Review access

Manage M Eligible
23. Februar 25. Februar 27. Februar 1. Mérz

9
2. Roles AII roles Global
1/2

4 Assignments

>
®
R
s
B

M Permanent active assignments

d Role As

| O M Time based active assignments

@

®B

BN Alerts

Y= Access reviews
PIM Activities in last 30 days Roles by assignment (descending)

@ Discovery and insights (Preview)
Title Role Eligible
€33 Settings i

Members with new eligible assignments Global Administrator
Activity

Members assigned as active Security Reader
B Resource audit

Nirartans Raadarc

Bpg\ lee . Germany



i i i + % & klaus@kbrun.de @
VIR S INPPRUNLPIRIIN O Scarch resources, services, and docs (G+/) B 0 e

L] L] L] -
Home > Privileged Identity Management | Microsoft Entra roles > Main Identity LAB
Privileged Access Hygiene

Privi Identity nt ntra roles

*

+ Quick start Role activations in last 7 days Role assignment distribution
# Overview 1 M All roles

M Global Admi.

M Privileged R

My roles " I User Admini

Tasks

e ¢

13
3 Pending requests MeveERs

Approve requests

PIM — Dashboards -> Overview

s Review access

M Eligible

B Permanent active assignments

Manage = 2

Global Adrministator |Wmmm

o% Roles
o M Time based active assignments

A | Airoles
210 10
&, Assignments ¥

BE Alerts

8 @ B8 & X

Access reviews
Roles by assignment (descending)

PIM Activities in last 30 days
@ Discovery and insights (Preview)
. a S O a r S = > ‘ r ; & Settings Title Role Eligible Active
Global Administrator

Members with new eligible assignments
Activity
Members assigned as active Security Reader

B Resource audit

Niractan: Raadare

Access Reviews fur Rollen

Alles bezogen auf Rollen
Alerts, Access Reviews Usw.

* PIM for Groups? -> Access Reviews (Gruppen

Experts Live

N

Germany
.



. c 3 o : o] klaus@kbrun.de
Microsoft Entra admin center £ Search resources, services, and docs (G+/) n @ @ pa MAIN IDENTITY LAB (KBCORP20..

Home > Privileged Identity Management | Microsoft Entra roles > Main Identity LAB

Main Identity LAB | Alerts »

Privileged Identity Management | Microsoft Entra roles

Entra agents

»*

Favorites

« /O Scan @ Setting ,5" Got feedback?

Entra ID Quick start

] : Alert Risk level
% Overview

Overview

Task Roles don't require multi-factor authentication for activation Medium
asks

Users 2. My roles Eligible administrators aren't activating their privileged role -

Groups [ Pending requests Roles are being activated too frequently

Devices [} Approve requests There are too many global administrators

>
0]
R
A
)

Agent ID (Preview) %, Review access Potential stale accounts in a privileged role Medium

Manage

2. Roles

Assignments

&ED

Enterprise apps

B

App registrations

Roles & admi
oles & admins Alerts

Delegated admin partners Access reviews
@ Discovery and insights (Preview)

Domain services

£33 Settings
Conditional Access

Activity

B Resource audit

Privileged Identity Management -> Roles -> Alerts




i i i o Coni : — klaus@kbrun.de
Microsoft Entra admin center aas L @ @ O A& MAIN IDENTITY LAB (KBCORP20...

Home

Gallery »

Domain names Microsoft Entra ID

Entra Connect

Custom branding + New () Refresh 27 Feedback 7 Help €) Community Gitrepo - @ Browse across galleries Open recycle bin

g g s G meeees usnugs Moy S PPEreuGUT e mesngr e
Mobility
App C t Audit SSPR Reset F I Sian-In Analvsis (Preview: Authentication Prompts A...
@ Monitoring & health @ DERSCHSE =l @ =Ll @ Ign-in Analysis ( TEVIEW: .. @ Monitor authentication prompts to d..
‘ Cross-tenant access activity Phishing-Resistant Passwo...
~  Conditional access (5)

‘ Cohd'tmr‘al Access Ins'ght"' Continuous access evaluat... Sign-ins by Conditional Ac... Sign-ins by Grant Controls...
Monitor the impact of your Condition.

Conditional Access Gap A...
Diagnostic settings

| Workbooks A~ ID Protection (2)
Usage & insights . . . .
@ ID Protection Risk Analysis @ Impact analysis of risk-bas...

Bulk operations

Sy IS Sy Luyuty Mut.

Sign-in logs
@ Tenant restriction insights

Audit logs

Provisioning logs

Health

Log Analytics

»~ Troubleshoot (4)

ID Protection
d Sensitive Operations Report 7y Sign-ins Failure Analysis d Provisioning Analysis d Archived Log Date Range

Experts | Live

Germany
.



Conditional Access Policies — CA Policy Usage (Blog Artikel)

Microsoft Azure

Home Log Analytics workspaces

£ Search resources, services, and docs (G+/) ™ Copilot @ @ &

LA-WS-AAD

/ LA-WS-AAD | Workbooks | CA Policy Usage =

Log Analytics workspace

‘ R Search

Aq Access control (IAM)
€ Tags
Diagnose and solve problems
Logs
Resource visualizer
Settings
Classic
Monitoring
@ Insights
BN Alerts
44 Metrics
il Diagnostic settings
@@ Advisor recommendations
&4 Workbooks
> Automation

> Help

Add or remove favorites by pressing Cmd +Shift +F

& Edit O 8 » B
CA-Policy Summary

& Workbooks

7 Data coverage

30 days of history available - first entry
30.01.2026

v

? Help @ Auto refresh: Off

&l Column Legend

Success = granted

Failure = blocked

NotApplied = conditions not met

ReportOnly = simulation
EnforcedCount = Success + Failure

PolicyName ™N
CA001-Global-BaseProtection-AllApps-AnyPlatform-Bloc...
CA002-Global-BaseProtection-AllApps-AnyPlatform-Sessi...
CA003-Global-BaseProtection-AllApps-AnyPlatform-MFA
CA003-Global-BaseProtection-AllApps-AnyPlatform-MFA...
CA004-Global-EntraTerms-AllApps-AnyPlatform-ToU xxx
CA007-Global-IdentityProtection-SigninRiskMediumHigh...
CA008-Global-IdentityProtection-UserRiskHigh-ChangePW

CA100-Admins-BaseProtection-AllApps-AnyPlatform-MF...

CAINT Viaie DacaDeatactinn AllAnnes AnuDlatfacnn Cianln

Policyld
cdc3ac53-e78f-45ff-840b-09059df290a6
acbe4875-9545-4d8c-9ea4-60e1c4d83d56
049fab0d-a309-43b9-a3f9-e2f25aa9caf8
c8cfb111-9041-49ed-a46f-c69e1b6c389¢c
0d8db2f1-acb9-4f2f-9fd0-c25230404a8d
b6206cf6-2cc5-4ffe-a5b5-ed447d62682f
320d5244-2109-4428-b3f6-7eb7e9f59d8d

c4c15e2f-b6d4-48a3-acd6-33099b15c414

2241440k NAND ACOL W02~ D2NIACENIIAD~

L] Help me create my first Azure Workbook

klaus@kbrun.de
MAIN IDENTITY LAB (KBCORP20...

How do enterprises leverage Workbooks? +1

SuccessT, FailureTy NotApplied Ty Report(
0

0

Experts | Live

Germany
=


https://nothingbutcloud.net/2026-02-26-CAPolicyWorkbook/

Security Copilot im Housekeeping?

« Embedded Experience -> eingebettet in EAC
 Standalone Edition -> securitycopilot.microsoft.com

« Agenten: Conditional Access Optimization Agent (Blog Artikel)

« Abrechnung Uber Security Compute Units (SCUs)

Computing Units - technische Verbrauchseinheit 4% pro Stunde &

« Erstelle / entferne SCU temporar per Script (Blog Artikel)

Expeltg\ Live )(}_ermany
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https://nothingbutcloud.net/2025-07-28-CA-PolicyAgent1/
https://nothingbutcloud.net/2025-01-16-SCU_ON_OFF/

L O

Microsoft Security Copilot / My sessions / Analyze the Conditional Access policies in our tenant and point out any that ...

Home
Agents
Promptbooks

Build  Preview

History

All history

Owner

Owner settings
Plugin settings

Role assignment
Manage workspaces

Usage monitoring

Security Store

Klaus Admin
daus@kbrun.de

O

Analyze the Conditional Access policies in our tenant and point out any that appear redundant, overly

broad, or not applied to any users or applications.

> @ 1steps completed 33 seconds

Feb 14, 11:52 AM

Private preview

Here's an analysis of your Conditional Access policies that are redundant, overly broad, not applied, or

may clutter your policy list:

Al-generated content may be incorrect. Check it for accuracy. fa Export to Excel &

Policy Name Issue Type Enabled
CAQ03-Global-BaseProtection-

9 ik Overly Broad Yes
AllApps-AnyPlatform-MFA
CA003-Global-BaseProtection-
AllApps-AnyPlatform-MFA Redundant/Disabled No
COPP
CA132-Mulder-

< Redundant Yes

ProtectedAction-Deleteditems
CA132-Mulder-
ProtectedAction- Redundant Yes
Deleteditemsimported COPY

*For CA999, check if the assigned group contains any members; if not, the policy is not applied.

This table highlights 15 policies with issues, including redundancy, excessive scope, lack of application, or
disabled status, based on the current configuration.

References

Verify on Entra Admin Center

& How's this response?

How can Security Copilot help?

Al-generated content may be incorrect. Check it for accuracy. i U

Al-generated content may be incorrect. Check it for accuracy.

default -

[# Share

« €@




Al - fx | Policy Name
A B € E
1 Policy Name l Issue Type Enabled Target Users/Groups/Apps Details
Applies MFA to nearly all users and apps; may be too
2 | CA003-Global-BaseProtection-AllApps-AnyPlatform-MFA Overly Broad Yes All users (except 2), all apps (except 1 group) broad if more specific policies exist.
CAQ03-Global-BaseProtection-AllApps-AnyPlatform-MFA Disabled duplicate/variant of above; may clutter policy
3 COPP Redundant/Disabled No All users (except 3), all apps (except 1 group) list.
Nearly identical to "CA132-Mulder-ProtectedAction-
DeletedItemsimported COPY"; both target same
4 | CA132-Mulder-ProtectedAction-Deleteditems Redundant Yes 2 specific users, authentication contextc1  users/apps.
Duplicate of above; both enabled, same users/apps,
5 CA132-Mulder-ProtectedAction-Deleteditemsimported COPY Redundant Yes 2 specific users, authentication contextc1  same controls.
Targets a group but no applications; policy has no
6 | CA950 - Do Nothing Not Applied Yes 1 group, no apps effect.
7 |CA999-SalesForce Phishing Resistant MFA Not Applied* Yes 1 group, Salesforce app If group is empty, policy is ineffective.
All users (except 2), all apps (except 1 Triggers on "low" user risk for all users/apps; typically
8 CA008-Global-IdentityProtection-UserRiskHigh-ChangePW  Overly Broad Yes group), user risk "low" set for "high" risk only.
9 CA004-Global-EntraTerms-AllApps-AnyPlatform-ToU xxx Disabled/Clutter No Not specified Disabled, may clutter policy list.
CA116-Admins-ProtectedAction-DeleteCAPolicies-Grant-
10 |OnlyGA Disabled/Clutter No Not specified Disabled, may clutter policy list.
CA101-Klaus-BaseProtection-AllApps-AnyPlatform-
11 |SigninFregNonPersistent Disabled/Clutter No Not specified Disabled, may clutter policy list.
CA002-Global-BaseProtection-AllApps-AnyPlatform-
12 |SessionLifetime12hrs Disabled/Clutter No Not specified Disabled, may clutter policy list.
13 |CA888 - Block Langley from Admin Portals Disabled/Clutter No Not specified Disabled, may clutter policy list.
CA132-Mulder-ProtectedAction-Deletedltemsimported COPY
14 |(disabled) Disabled/Clutter No Not specified Disabled, may clutter policy list.
CA116-Admins-ProtectedAction-DeleteCAPolicies-Grant-
15 |OnlyGA COPY Disabled/Clutter No Not specified Disabled, may clutter policy list.
CA001-Global-BaseProtection-AllApps-AnyPlatform-
16 |BlockNonPersonass Disabled/Clutter No Not specified Disabled, may clutter policy list.
17
18
19
20

21



Microsoft Entra ~ %

Security Copilot agents are here

Discover a whole new way to automate security with Al.
Learn more about agents ©

Go to agents

Main Identity LAB

Tenant ID f5c07476-f2f0-45bf-8745-34a90b6a2ald [J

Primary domain kbcorp2021.onmicrosoft.com [

O 64 oo 59

2
O View users © View groups
'j 24 % 35
D_ View devices View apps

Klaus Bierschenk

03117a6e-23cb-4b06-b91f-4ec05ea55994 (J

(> View user profile

My role assignments
N

@ High privileged role assignments

@ Other role assignments

Manage my roles

Users at high risk

No detections found

Copilot w O X

Analyze the Conditional Access policies in our tenant and point out any that appear

redundant, overly broad, or not applied to any users or applications.

o Copilot Al-generated content may be incorrect. Check it for accuracy.

Here is an analysis of your Conditional Access (CA) policies for redundancy, overly broad
scope, and lack of assignment to users or applications:
1. Redundant or Overlapping Policies

* There are several policies with very similar names and conditions, such as:

o "CA132-Mulder-ProtectedAction-Deleteditems”, "CA132-Mulder-
ProtectedAction-Deletedltemsimported COPY", and "Merged CA132-Mulder-
ProtectedAction-Deleteditems and CA132-Mulder-ProtectedAction-
Deleteditemsimported COPY". These appear to target the same users and
authentication context, with similar grant controls. Consider consolidating or
removing duplicates to reduce complexity.

o "CA116-Admins-ProtectedAction-DeleteCAPolicies-Grant-OnlyGA" and "CA116-
Admins-ProtectedAction-DeleteCAPolicies-Grant-OnlyGA COPY" are both
disabled and have nearly identical conditions. Keeping both is unnecessary.

2. Overly Broad Policies

e "CA003-Global-BaseProtection-AllApps-AnyPlatform-MFA" and "CA002-Global-
BaseProtection-AllApps-AnyPlatform-SessionLifetime12hrs” (disabled) both target all
users and all applications, with only a few exclusions. While broad policies can be
useful for baseline security, ensure that exclusions are intentional and that such policies
do not conflict with more targeted controls.

* "CA008-Global-IdentityProtection-UserRiskHigh-ChangePW" targets all users and all
applications for user risk level "low", which may be broader than intended for a high-
risk scenario.

3. Policies Not Applied to Any Users or Applications

and targets "None" for applications, meaning it is not currently applied to any app.

* "Block all high risk agents from accessing all resources" is set to
“"enabledForReportingButNotEnforced” and includes "None" for users, so it does not
actively protect any users.

e "CA950 - Do Nothing" is enabled but targets "None" for applications, so it is not

enforcing any controls.

ecommendations:

* Review and consolidate duplicate or overlapping policies to simplify management.

® Reassess broad policies to ensure they are not uninten’..‘ic.".'i'_?'l Apacting all users or
applications, especially if more granular controls are needed.

* Remove or update policies that are not applied to any users or applications, as they do

not provide any security benefit in their current state.

If you need a detailed breakdown of each policy's assignments or want to review specific
policies, let me know!

Select ‘open list' to see the full list with the data set. Ask any other questions by entering a
prompt below.

Ask a question, search for info, or get help with a task in Security...

+ ©
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Security Copilot fir M365 E5 Kunden

Berechtigte Microsoft 365 E5 Kunden erhalten

400 Security Compute Units (SCUs) pro Monat je 1.000 E5-Lizenzen
(max. 10.000 SCUs pro Monat)

BeispielT:
Fine Organisation mit 400 Arbeitsplatzen erhalt 160 SCUs/Monat

Beispiel2:
Fine Organisation mit 4.000 Arbeitsplatzen erhalt 1.600 SCUs/Monat.

» https://aka.ms/securitycopilotmes
* https://aka.ms/SCP-ignitel25

Expeitg Live ?(jermany
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https://aka.ms/securitycopilotme5
https://aka.ms/securitycopilotme5
https://aka.ms/SCP-ignite25
https://aka.ms/SCP-ignite25
https://aka.ms/SCP-ignite25
https://aka.ms/SCP-ignite25

IELCEVENS

Verwaiste ldentitaten konsequent eliminieren

Benutzer, Gruppen, Applikationen
Powershell und Automatisierung nutzen (Blog Artikel)

Dokumentation

Governance etablieren- Access Review Strategie finden / LCW Strategie

Access Review
Lifecycle Workflows

Housekeeping ist kein Projekt — es ist ein Prozess

Expeltg\ Live )(}_ermany
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Setup%20Azure%20automation%20to%20find%20unused%20user%20and%20computer%20accounts%20(step-by-step%20guide)

Microsoft Learn
Embrace cloud-first posture: Convert Group Source of Authority to the cloud Infos

Use Microsoft Entra groups to manage role assignments

Manage guest access with access reviews

Create an access review of Azure resource and Microsoft Entra roles in PIM

Best Practices & Community
Jan Bakker — What admins can learn from the new Entra ID Groups Insights blade (Feb 18, 2026)

NothingButCloud Blog

Zero Trust in Entra ID: Monitoring Break-Glass Accounts and Other Sensitive Operations

KlaBier Github: CreateSecCopilotSCU PowerShell

KlaBier Github: Powershell Housekeeping Beispiele <

The dilemma with unused objects in Azure AD

Lifecycle Workflows and Custom Extensions - step-by-step-guide

How to Build a Log Analytics Workbook for Unused CA Policies

Expeltg\ Lix@ )g_ermany


https://nothingbutcloud.net/2025-12-16-ZeroTrust-Monitoring/
https://nothingbutcloud.net/2025-12-16-ZeroTrust-Monitoring/
https://nothingbutcloud.net/2025-12-16-ZeroTrust-Monitoring/
https://github.com/KlaBier/Powershell/tree/main/CreateSecCopilotSCU
https://github.com/KlaBier/Powershell/tree/main/EntraHouseKeeping
https://nothingbutcloud.net/2023-03-22-FindStaledObjectsInAAD
https://nothingbutcloud.net/2025-02-02-LCW-step-by-step-copy/
https://nothingbutcloud.net/2025-02-02-LCW-step-by-step-copy/
https://nothingbutcloud.net/2025-02-02-LCW-step-by-step-copy/
https://nothingbutcloud.net/2025-02-02-LCW-step-by-step-copy/
https://nothingbutcloud.net/2025-02-02-LCW-step-by-step-copy/
https://nothingbutcloud.net/2025-02-02-LCW-step-by-step-copy/
https://nothingbutcloud.net/2025-02-02-LCW-step-by-step-copy/
https://nothingbutcloud.net/2025-02-02-LCW-step-by-step-copy/
https://nothingbutcloud.net/2025-02-02-LCW-step-by-step-copy/
https://nothingbutcloud.net/2026-02-26-CAPolicyWorkbook/
https://learn.microsoft.com/en-us/entra/identity/hybrid/concept-source-of-authority-overview
https://learn.microsoft.com/en-us/entra/identity/hybrid/concept-source-of-authority-overview
https://learn.microsoft.com/en-us/entra/identity/hybrid/concept-source-of-authority-overview
https://learn.microsoft.com/en-us/entra/id-governance/licensing-fundamentals
https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/groups-concept
https://learn.microsoft.com/en-us/entra/id-governance/manage-guest-access-with-access-reviews
https://learn.microsoft.com/en-us/entra/id-governance/privileged-identity-management/pim-create-roles-and-resource-roles-review
https://janbakker.tech/what-admins-can-learn-from-the-new-entra-id-groups-insights-blade/
https://janbakker.tech/what-admins-can-learn-from-the-new-entra-id-groups-insights-blade/
https://janbakker.tech/what-admins-can-learn-from-the-new-entra-id-groups-insights-blade/
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Bitte gebt uns euer Feedback!

Feedback geben und Geschenk mitnehmen

Vielen Dank!
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File Edit Selection View

EXPLORER

~ POWERSHELL_DEV

“ Coding4Fun

2 GetAllEntraRoles.ps1

> Maester.psi
@ roles2.xlsx
>
“ CreateSecCopilotSCU
>

GO

» SET_BGAs_in_CA_Exclude.ps1
» CreateSecCopilotSCU.ps1

> DeleteSecCopilotSCU.ps1

» CreateUser

~ Custom

(i) README.md

? DevopsStuff

» DirectoryExtensions
> EIDSCA

~ EntraHouseKeeping
2> 01 User-Beispiele.ps1

> 02 Groups-Example.ps1

2> 03 Devices-Beispiele.ps1
? LifeCycleWorkflow_Cmdlets

? M365DSC Examples
> Maester

» maester-tests

» orca

> OUTLINE
> TIMELINE

@oiAo

2 01 User-Beispiele.ps1 2 02 Groups-Example.ps1 2 CreateSecCopilotSCU.ps1 X > 03 Devices-Beispiele.ps1

CreateSecCopilotSCU > > CreateSecCopilotSfllasl

or

b |

LU B ' |

[
[v]

11
12
13
14
15
16
17
13
15
20
21
22
23
24
25
26
27
23

Connect-AzAccount -Tenant = "dima® 1400 &1 B%W « kL@@ 8% I8 -Subscriptionld & #=a0c
#Connect-AzAccount -Tenant "YOUR TEMANT ID® -SubscriptionId "YOUR SUBSCRIPTION ID'

# Resource Group for Security Copilot capacity
New-AzResourceGroup -Name "SecurityCopilotRG"™ -Location "WestEurope"

# One-time operation per subscription

e il o

« Q. Powershell_dev [Administrator] Lh~ BODQO - O e

# Depending on Tenant rollout stage, either Microsoft.Security OR Microsoft.SecurityCopilot may be requ

#Register-AzResourceProvider -ProviderNamespace "Microsoft.Security”
#Register-AzResourceProvider -ProviderNamespace "Microsoft.SecurityCopilot”

# Create a Security Copilot capacity (5CU)
New-AzResource -ResourceName “SecurityCopilotsScu®™ ~

-ResourceType “"Microsoft.SecurityCopilot/capacities” ~
-ResourceGroupName "SecurityCopilotRG™ ~

-Location “"westeurope"

-ApiVersion "2823-12-81-preview"

-Properties @umhert}fmitsﬂ; crossGeoCompute="NotAllowed"; geo="EU"[}]"
-force

# Don't forget to delete the SCU or the rescurce group afterwards

PROBLEMS QUTPUT DEBUG CONSOLE TERMIMAL PORTS

https://aka.ms/vscode-powershell
Type 'help’ to get help.

0 PS C:\Users\klaus\OneDrive\GitContent\Powershell dev:»
Ln 24 Col 34 Spaces:4 UTF-8 CRLF

+w = | IJ X
(] pwsh
| ) Powershell ..
|
{} Powershel & 0
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