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➔ What technology for which scenario?

➔ Group Writeback

➔ Other synchronization topics… App Sync, Cross Tenant Sync, API Driven Provisioning, …

Agenda and key takeaways

➔ When to use Cloud Connect or Cloud Sync?
What‘s next?

➔ Lifecycle Workflows Designed by Freepik

http://www.freepik.com/
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Identities everywhere -
a challenge for management 

API- / HR-Driven Provisioning
flexible API for Provisioning

Application Provisioning
Publish identities for SaaS Apps

API- or HR-
Driven Provisioning

kbaccount.de

Entra Cloud Sync
formerly Azure AD Cloud Sync

Lifecycle Workflows
Joiner, mover, leaver actions

Lifecycle
Workflows

Cross-Tenant Sync
B2B the easy way

Application
Provisioning

Cross-Tenant Sync

Entra Connect Sync
formerly Azure AD Connect Server

kbrun.de

Synchronisation Technologies - Overview

Group W
riteback
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What is it ?
 

The better question is…
… what is it not?

Pros ✓ Cons ✘ 

Powerful Rule 

Editor

(filtering)

Each server 

has own 

config

Fully featured 

Swiss Army 

Knife On-Premises 

managed

Well 

documented 

on the internet

MS Entra ID Connect Sync

careful when 

switching 

staging-

active

No Load-

balancing

On-Prem Dev 

Support on 

Staging

Stable and 

established for 

many years

Connect Sync vs. Cloud Sync – Comparison 1/2
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Pros ✓ Cons ✘ 

Powerful Rule 

Editor

(filtering)

Each server 

has own 

config

Fully featured 

Swiss Army 

Knife On-Premises 

managed

Well 

documented 

on the internet

MS Entra ID Connect Sync

careful when 

switching 

staging-

active

No Load-

balancing

On-Prem Dev 

Support on 

Staging

Stable and 

established for 

many years

Pros ✓ Cons ✘ 

Cloud 

managed
Not fully 

featured

Disconnect 

Forest 

Option

Tiny simple 

Agent

Agent

High 

Availlabie

PTA not 

supported

No Attribute 

based 

filtering

MS Entra ID Cloud Sync

Filter on 

multiple 

groups

No Load-

balancing

Group 

Writeback

Connect Sync vs. Cloud Sync – Comparison 2/2
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Cloud connect sync 
is not officially 
depricated, but …

… found this at 
Microsoft (link)

Synchronisation Technologies – Entra Cloud Connect vs. Cloud Sync 

https://learn.microsoft.com/en-us/entra/identity/hybrid/connect/how-to-connect-sync-whatis
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Demo:
Entra Cloud Sync

Synchronisation Technologies – Lab

Designed by Freepik

http://www.freepik.com/
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Synchronisation Technologies – Cloud Sync / Group Writeback 

➜ Extended functionality in Entra Cloud Sync

➜ Empowers AD DS to use dynamic groups

➜ Replacement of the Connect Group Writeback v2

➜ Synchronize Cloud Groups to On-Prem AD

➜ Creates group as universal in AD

What it is …    ✓ 

KBACCOUNT.DE

➜ It‘s not longer possible with Connect Sync

➜ No user accounts are created in On-Premises AD

➜ On-Prem Groups cannot be used 

What it is not …    ✗ 

Group:
SG-DG-HR

Group:
SG-DG-HR_1524b68b8790
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Demo:
Group Writeback

Synchronisation Technologies – Lab

Designed by Freepik

http://www.freepik.com/
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Admin working manually on daily 
identity tasks

Admin using Lifecycle Workflows

Lifecycle Workflows – a trigger based solution

Designed by Freepik

http://www.freepik.com/
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Trigger basedTrigger based

Lifecycle Workflows – a trigger based solution

Company

Join

P2 Tenant

Move Leave

Assign Licenses
Groups/Teams
TAP
Manager Mail

Disable -
Remove Account
Manager Mail

Connect
Sync Cloud Sync

EmployeeHireDate EmployeeLeaveDateTimeGroup/Attribute change

New Licenses 
Change Groups
Change Teams
Etc…

ExtensionAttribute1 =
EmployeeHireDate  

ExtensionAttribute2 =
EmployeeLeaveDateTime

Additional Infos:
• No error handling
• No On-Premises integration

out of the box -> Custom extension
• Default schedule 3h
• Language support

DEMO
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Lifecycle Workflows – a trigger based solution



EUROPEAN CLOUD SUMMIT

➔ EmployeeHireDate
Direct edit possible (Cloud Only Identity)

Lifecycle Workflows – a trigger based solution - important attributes

➔ EmployeeLeaveDateTime
No direct edit.
Changes via Sync tools or Graph API

Cloud Only Attributes

➔ Manager
Ensure that attribute is not empty. Otherwise workflow will fail (mail)

➔ preferredLanguage
Can be used for translated mails (Only default mail templates)

On-Prem and Cloud

Be careful with the format. 
It must be:
YYYY-MM-DDThh:mm:ssZ
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➔ Cloud based solution

Lifecycle Workflows – a trigger based solution – additional infos
On-Premises: one more challenge➔ No AD On-Premises integration, it is not hybrid

➔ No rocket science, but more effort required

• Custom extensions, Logic App
• Automation account
• Hybrid worker

➔ Find more reading and links to step-by-step guides at the references slide

• Permissions to act in AD DS

• …
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➔ General Availability - Maximum workflows limit in Lifecycle workflows is now 100

Lifecycle Workflows – updates and news from the last few weeks

➔ General Availability - API driven inbound provisioning

➔ Public Preview - Configure custom workflows to run
mover tasks when a user's job profile changes (link)

➔ General Availability - Lifecycle Workflows: Export workflow history data to CSV 
files
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API- or HR-
Driven Provisioning

kbaccount.de

Application
Provisioning

Cross-Tenant Sync

Synchronisation Technologies – Individual provisioning

➜ Various setups possible

➜ Scenario specific

➜ Application specific

Individual provisioning:
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Source: Microsoft Link
Quickstart guides availlable; cURL, Postman, Powershell, Graph Explorer, Azure Logic Apps

API-driven inbound provisioning

https://learn.microsoft.com/de-de/entra/identity/app-provisioning/inbound-provisioning-api-concepts
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Additional Infos … API-driven provisioning
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Additional Infos … API-driven provisioning
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➔ Group Writeback

Agenda and key takeaways

➔ When to use Cloud Connect or Cloud Sync?
What‘s next?

➔ Lifecycle Workflows

Can hugely reduce admin effort in daily identity tasks. Check reference links for deep dive

Very powerful, but be careful with dynamic groups

Go for Cloud Sync! If not possible today, wait or plan carefully. Consider migration …
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Lifecycle Workflows (On-Prem topics):
Lifecycle Workflows example series (including On-Premises 
integration) - Pim Jacobs
Automated Lifecycle Workflows for Privileged Identities with Azure 
AD Identity Governance - Thomas Naunheim
Customize emails sent from workflow tasks - Microsoft Entra ID 
Governance | Microsoft Learn

Additional Microsoft docs:
Exchange hybrid writeback with cloud sync - Microsoft Entra ID | 
Microsoft Learn
Read this
Application provisioning documentation | Microsoft Learn
What is HR driven provisioning with Microsoft Entra ID? | Microsoft 
Learn
What is automated app user provisioning in Microsoft Entra ID | 
Microsoft Learn
How to use single sign-on with cloud sync - Microsoft Entra ID | 
Microsoft Learn

Additional topics/docs Cloud Connect:
Supported szenarios
Troubleshooting object synchronization

Cloud sync
Start to find out what is possible with Cloud provisioning
Troubleshooting cloud sync

Utilities:
IdFix: Guide and Download
AADConnectConfigDocumenter
Azure AD Connect sync V2 endpoint API

Security:
Hardening Service Accounts from AADConnect - Account permissions
Hardening Service Accounts from AADConnect - connector accounts
Check for pending exports  

Additional information, continue reading …

https://identity-man.eu/2022/10/19/starting-with-brand-new-azure-ad-lifecycle-workflows-part-1/
https://identity-man.eu/2022/10/19/starting-with-brand-new-azure-ad-lifecycle-workflows-part-1/
https://www.cloud-architekt.net/manage-privileged-identities-with-azuread-identity-governance/
https://www.cloud-architekt.net/manage-privileged-identities-with-azuread-identity-governance/
https://learn.microsoft.com/en-us/entra/id-governance/customize-workflow-email
https://learn.microsoft.com/en-us/entra/id-governance/customize-workflow-email
https://learn.microsoft.com/en-us/entra/identity/hybrid/cloud-sync/exchange-hybrid
https://learn.microsoft.com/en-us/entra/identity/hybrid/cloud-sync/exchange-hybrid
https://www.techrepublic.com/article/azure-ad-connect-migrate-to-cloud-sync/
https://learn.microsoft.com/en-us/entra/identity/app-provisioning/
https://learn.microsoft.com/en-us/entra/identity/app-provisioning/what-is-hr-driven-provisioning
https://learn.microsoft.com/en-us/entra/identity/app-provisioning/what-is-hr-driven-provisioning
https://learn.microsoft.com/en-us/entra/identity/app-provisioning/user-provisioning
https://learn.microsoft.com/en-us/entra/identity/app-provisioning/user-provisioning
https://learn.microsoft.com/en-us/entra/identity/hybrid/cloud-sync/how-to-sso
https://learn.microsoft.com/en-us/entra/identity/hybrid/cloud-sync/how-to-sso
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-connect-topologies
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/tshoot-connect-object-not-syncing
https://docs.microsoft.com/en-us/azure/active-directory/cloud-provisioning/
https://learn.microsoft.com/en-us/entra/identity/hybrid/cloud-sync/how-to-troubleshoot
https://microsoft.github.io/idfix/
https://github.com/Microsoft/AADConnectConfigDocumenter
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-endpoint-api-v2
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-accounts-permissions
https://learn.microsoft.com/en-us/entra/identity/hybrid/connect/how-to-connect-configure-ad-ds-connector-account
https://docs.microsoft.com/de-de/azure/active-directory/hybrid/tshoot-connect-object-not-syncing
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Backup slides
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Find the complete comparison list 
in this article

Additional Infos: full comparision list connect sync vs. Cloud sync

https://learn.microsoft.com/en-us/entra/identity/hybrid/cloud-sync/what-is-cloud-sync
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Synchronisation Technologies – Cloud Sync / Group Writeback 

Are you using Group Writeback v2?
… as a setup option in Entra Cloud 
Connect?

➔ Support will end 30. June 2024

➔ It is moved to Entra Cloud Sync Group 
Writeback This is old and not 

possible to edit here
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Migrate Microsoft Entra Connect Sync group writeback 
V2 to Microsoft Entra Cloud Sync - Microsoft Entra ID | 
Microsoft Learn

Found this here:

Additional Infos …

https://learn.microsoft.com/en-us/entra/identity/hybrid/cloud-sync/migrate-group-writeback
https://learn.microsoft.com/en-us/entra/identity/hybrid/cloud-sync/migrate-group-writeback
https://learn.microsoft.com/en-us/entra/identity/hybrid/cloud-sync/migrate-group-writeback
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Azure AD Connect Server update (no Agent update)

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-version-history

Azure AD Connect Health

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-health-version-history

Azure AD Pass-through Authentication agent

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-pta-version-history

Azure AD Connect cloud provisioning agent

https://learn.microsoft.com/en-us/entra/identity/hybrid/cloud-sync/reference-version-history

manually possible
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Additional Infos … keep it up to date – multiple updates per year

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-version-history
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-health-version-history
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-pta-version-history
https://learn.microsoft.com/en-us/entra/identity/hybrid/cloud-sync/reference-version-history

