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Zero Trust Identity — Administrative Aufgaben schitzen

=> Zuhause bin ich in Murnau am Staffelsee
(45min sudlich von Miinchen)

\

Director Consulting Expert bei CGI Deutschland

\

Weitere Stationen: T-Systems International, Wipro

\

Schwerpunkte: Active Directory, ldentity im hybriden Kontext,
Synchronisation und Zero Trust Identity m e

=> Wenn es meine Zeit erlaubt publiziere ich Betrage in meinem

Blog, in der Fachpresse und in der . Blog:
/s heise academy https://nothingbutcloud.net/

seclT Hannover, 07.03.2024 (c) Klaus Bierschenk — klaus@nothingbutcloud.net


https://www.linkedin.com/in/klaus-bierschenk-452a40153
https://nothingbutcloud.net/
https://www.linkedin.com/in/klaus-bierschenk-452a40153
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https://www.microsoft.com/en-us/security/business/zero-trust
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Agenda:

Conditional

e Conditional Access Policies und administrative Aspekte Access
fir Admins

e \Was bietet PIM fur Kontrolle und Sichtbarkeit von Admins

e QOperative Tatigkeiten fur ,normale” Benutzer ohne Risiken
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Agenda:

Conditional

e Conditional Access Policies und administrative Aspekte Access
fir Admins

e \Was bietet PIM fur Kontrolle und Sichtbarkeit von Admins

_ _ Benutzer
e QOperative Titigkeiten fiir ,normale” Benutzer ohne Risiken = Vo sind meine als
Admins? ot Admins

... frag PIM
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Unzureichende
Tools/Prozesse
(Ops, Admin, ...)

Policies zu
facettenreich

Strategien

 Keep it simple”

* Tools: Backup, Vergleich etc.
z.B. M365DSC, AADInternals

e PIM: Just-in-time (JIT)
just-enough-access (JEA)

Zu viele Admins Fehlendes

Konzept
(Naming, ...)

* Agieren statt reagieren
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CR Empfehlung: Gutes ,Naming” v/

Access
fir Admins

Microsoft Entra admin center

£ Search resources, services, and docs (G+/)

® &

klaus@kbrun.de C

IDENTITY LAB
Home > Conditional Access | Overview > Identity LAB > Users > Klaus Admin wvi tle: <i =
a . e Activity Details: Sign-ins X
1 S o) Klaus Admin | Sign-in logs = 4
User 1
* Basicinfo  Location  Deviceinfo  Authentication Details Conditional Access  Report-only
O Search « | Download v/ ¢33 Export Data S¢ —_—
5 P AR Search
& Overview Want to switch back to the default
6 ANFi0 swich dackTothe detaultd Policy Name 7T Grant... Ty Sessio.. 7Ty Result T,
® B Audit logs
E CA001-Global-BaseProtection-AllApps-AnyPlatform-BlockNonPersonas Block Not Applied L0
2 Sign-in logs Date : Last 7 days Show date
I R o . CA002-Global-BaseProtection-AllApps-AnyPlatform-SessionLifetime12h Sign-in freq... Success
X Diagnose and solve problems User sign-ins (interactive)  Users
AR CA003-Global-BaseProtection-AllApps-AnyPlatform-MFA Disabled
M
8 anage Date L RequestID CA004-Global-Compliance-AllApps-AnyPlatform-CompanyTermsPage CA_Update... Not Applied oos
B ‘Customsecurity atiributes 2/7/2024, 8:38:34 AM  34a5bb52-f1 CA005-Global-Compliance-MarketingApps-AnyPlatform-MarketingTermsPage TermsPage... Not Applied oo
@ & Assigned roles 2/7/2024, 8:38:21 AM  8987¢89f-80  CA006-Global-BaseProtection-AllApps-Android-Block Block Not Applied ~ ***
) & Administrative units 2/6/2024, 9:06:26 PM  c13c65bb-8¢ CA006-Global-BaseProtection-AllApps-AnyPlatform-BlockLegacy Block Not Applied
&4
& Groups 2/6/2024,2:38:26 PM  fb381d8c-a6 CA100-Admins-BaseProtection-AllApps-AnyPlatform-MFAAuthStrenghPasswordless Disabled oee
b i Applications 2/5/2024, 10:08:43 PM  a5ef19b4-84 CA101-Admins-BaseProtection-AllApps-AnyPlatform-SigninFreqNonPersistent Sign-in freq... Success
Licenses 2/5/2024,7:50:38 PM  fb381d8c-ab CA103-GradyAdmin-CAProtection-Mac_Safari_CA_Delete_Protection-Block Not Applied see
Bl Devices 2/5/2024, 7:50:38 PM  528f646d-ac CA400-GuestUser-BaseProtection-AlllApps-AnyPlatform Require m... Not Applied oo
Azure role assignments 2/5/2024, 7:50:38 PM  972682b9-1¢ CA500-Developer-Compliance-AllApps-AnyPlatform-DeveloperTermsPage CA_Update... Not Applied oon
& -
@ Authentication methods 2/5/2024, 7:50:35 PM  9830a159-57 A sign-in can also be interrupted (e.g. blocked, multifactor authentication challenged) because of a user risk policy or sign-in risk policy.
2 1 Currently, this tab only lists Conditional Access policies.
& Jroubleshooting + Support 2/5/2024, 4050 PM  e1ed451b-d:
» v sUpDort taqgte 2/5/2024, 7:40:31 PM  84c640d6-22
MM“WMM ST TN RN D e 0 A T e bl B

Must read:

Conditional Access framework and policies - Azure Architecture Center | Microsoft Learn
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https://learn.microsoft.com/en-us/azure/architecture/guide/security/conditional-access-framework
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| E I I I pfe h | u n g : Home > Conditional Access | Policies > Home > Privileged Identity Management | Microsoft Entra roles > Identity LAB | Roles >

Conditional
Access CA103-GradyAdmin-CAProtection-Mac_Safari_CA_Delete_Prot Edit role setting - Attack Payload Author
T . Conditional Access policy Privileged Identity Management | Microsoft Entra roles
P rote Cte d Act I O n S li] Delete 75" View policy information
Activation  Assignment Notification
Control access based on Conditional Access Control access based on all or specific network _—
policy to bring signals together, to make access traffic, cloud apps or actions. L . .
- Ac d h
decisions, and enforce organizational policies. Learn more ' tivation maximum duration (hours)
Learn more ' —— —— 8
Select what this policy applies te O
Name * | Authentication context v
Home > Conditional Access CA103-GradyAdmin-CAProtection-Mac_Saf... ] O
_— . On activation, require None
[ H H Authentication context is used to secure !
2 Conditional Access | Authentication contexts Sionments application data and actions in apps like O Azure MFA
=% Microsoft Entra ID arePoint and Microsoft Cloud App Security.
Users © more CF (®) Microsoft Entra Conditional Access

Specific users included and specific users authentication context

excluded

© Overview ntication contexts this policy will Learn more
apply to
i= Policies Get started e i comoont ["Admin compliant ~
p min complian
1 authentication context included P . i
@ Insights and reporting Manage authenticgffon context to protect data ag abel for Admin compliant computer
Conditional Ac policies. Learn more Conditions 4
# Diagnose and solve problems ——t
Name 1 condition selected
. . e e WY S e R o
Manage Admin compliant
> Named locations
[E] Custom controls (Preview)
& Terms of use —|— Add protected actions O Refresh @ Manage view @I Remove Do reatures Rj Got feedback?
S Authenticati . . - . - . )
éis Authentication contexts Protected aCt® miaiRissianswith Conditional deq 0T added security. Conditional Access requirements are enforced when a user performs the protected action.
- Learn more @
O Authentication strengths
= . - L Search by name or description
i= Classic policies
e 3 actions found
Permission Description Conditional Access authentication context

D mi aft.directory/conditionalAccessPolicies/basic/update Update basic properties for Conditional Access policies Admin compliant

D microsoft.directory/C@mglitional AccessPolicies/create Create Conditional Access policies Admin compliant

D microsoft.directory/conditional AccessPoliCTES/ Delete Conditional Access aglisi Admin compliant
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Conditional |

Access
fir Admins I
D

Demo:
Conditional Access Policies
for Admins
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Agenda:

Conditional

e Conditional Access Policies und administrative Aspekte Access
fur Admins

e \Was bietet PIM fur Kontrolle und Sichtbarkeit von Admins

Benutzer
als
Admins

e QOperative Tatigkeiten fur ,,normale” Benutzer ohne Risiken
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Strategien

PIM - kurz und bindig

seclT Hannover, 07.03.2024

Verschiedene

Konfig fir eine Analyse /

Rolle Uberblick?

Aktivieren
mehrerer Rollen?

(c) Klaus Bierschenk — klaus@nothingbutcloud.net
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Demo:
PIM for Groups
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Agenda:

Conditional

e Conditional Access Policies und administrative Aspekte Access
fur Admins

e \Was bietet PIM fur Kontrolle und Sichtbarkeit von Admins

Wo sind meine
Admins?
... frag PIM

e QOperative Tatigkeiten fur ,normale” Benutzer ohne Risiken
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Das Wichtigste rund um ,,Administrative Units”

Management auf bestimmte Objekte reduzieren

Administrativer Kontext fur Benutzer, Gruppen und Gerate

Keine hierarchische Struktur oder Verschachtelung. Keine Vererbung
PowerShell, Graph API, Entra Admin Center, MyStaff und M365 Admin Portal
MyStaff bietet ,einfache” administrative Moglichkeiten (PW Reset)

Objekte konnen mehreren ,,Administrative Units” zugeordnet sein

Nicht verwechseln mit Organizational Units (OUs) aus den AD Domain Services
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~  d

L f 8 R & § R _§ N R _§ [
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° ° oo ° ° ° ° ’—----------\
Beispiel fur Administrative Units (AU) [ @ oo k
I |
AU Administrat I G Diego Siciliani (PIM ADM) :
ministrator -
"""""'\ : @ DSCUser_Read I
! Grady Archie | ’d——————----~\
y 1 ’
1 I Fred Green Y4 \
-----------' " I ' SE SEC-SyncUsers ‘
| ’f’ I " Grady Archie | 1
. i 1 _ I . SG-AG-BRK |
Admin Role(s) | S Sso i @ Henrletta Mueller : ,___'________.
- ~ ~
* ’/’ \\ - 4.“ I Isaiah Langer | . SG-AG- PrOJektXYé Name os \\
P N Entra ID ~ \:\& Johs oz | . SGAGSVC | [ srws Windows :
' 1 ﬁjoni Sherman * . I i0s |
I . Christa I : So I - 5G-DG-AdminUsl [EF] iphone 13 I
| | . klaus “~ | ! : 1
I . Fred Green I : \\ | SG-DG-AllUser : ’:' Win10Hybrid Windows I
: | I . Klaus Bierschen}\ | I J |
Windows
I : I ‘ S SG-DG-Guest | EQ s I
&l Isaiah Langer I Klaus Bierschenk (ADM - . I
: - I I m Win10ADJoined SATE
[ I i . KlausPIM I ?GQG-ProJectxxi i
: % Joni Sherman ! I I \\\ I m Win10ENHybrid1 ELEEE |
- : I . Larry Lasher - From Tei . SG—DocuSignL&\ | I
I '9 Lee Gu I : 'g . 1 | WIN10-DE-Hybrid-21 Windows :
| | : - SynchedObjects _
1 | 1 : | m Azure-Sync2 Windows I
I . SG-AG-SVC I 1 I i !
| 1 \\ | . et 1 m WIN10-DE-Hybrid-21 Windows !
H o ~---------‘ ’
AU , Praktikanten \ /
(
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Demo:
Administrative Units
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Die drei wichtigsten Vorteile und Herausforderungen zu ,,Administrative Units*
Qy

9 4
Vorteile: vj{ﬂ

Administrative Mdglichkeit fir Benutzer ohne Zugriff auf das Entra Admin Center
Implementierung ohne viel Aufwand. Gut geeignet flir kurzfristigen Zweck (Projekt)
Management fur bestimmte Benutzer (keine Admins) ermoglichen. Einfaches Toolset

Herausforderungen:

Mehrere AUs werden schnell unubersichtlich. Wer darf was und wo ist schnell unklar
Nur einige wenige Rollen sind verflgbar. Und nicht alles ist moglich (siehe Link)

Keine Schachtelung moéglich, um Hierarchien aufzubauen
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https://learn.microsoft.com/de-de/entra/identity/role-based-access-control/administrative-units
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Grundlagen

e Zero Trust Model - Modern Security
Architecture | Microsoft Security

e Was ist der bedingte Zugriff in Microsoft
Entra ID?

e Was ist Microsoft Entra Privileged Identity
Management?

e Administrative UnitVerwaltungseinheiten in

Microsoft Entra IDs

e Emergency Access (BGA Accounts)

e Dynamic Group Membership

e MFA - how it works

seclT Hannover, 07.03.2024

Weiterfuhrende Informationen

e Framework und Richtlinien fir bedingten Zugriff - Azure
Architecture Center | Microsoft Learn

* Privileged Identity Management (PIM) fir Gruppen

e NothingButCloud: BGA Alerting

Tools

e What is Microsoft365DSC?

e Entra Exporter Tool - Effortlessly Backup Microsoft Entra ID
Configurations (0365reports.com)
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https://www.microsoft.com/en-us/security/business/zero-trust
https://www.microsoft.com/en-us/security/business/zero-trust
https://learn.microsoft.com/de-de/entra/identity/conditional-access/overview
https://learn.microsoft.com/de-de/entra/id-governance/privileged-identity-management/pim-configure
https://learn.microsoft.com/de-de/entra/id-governance/privileged-identity-management/pim-configure
https://learn.microsoft.com/de-de/entra/identity/role-based-access-control/administrative-units
https://learn.microsoft.com/de-de/entra/identity/role-based-access-control/administrative-units
https://docs.microsoft.com/de-de/azure/active-directory/roles/security-emergency-access
https://learn.microsoft.com/de-de/entra/identity/users/groups-dynamic-membership
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-mfa-howitworks
https://learn.microsoft.com/de-de/azure/architecture/guide/security/conditional-access-framework
https://learn.microsoft.com/de-de/azure/architecture/guide/security/conditional-access-framework
https://learn.microsoft.com/de-de/entra/id-governance/privileged-identity-management/concept-pim-for-groups
https://nothingbutcloud.net/2021-01-22-ZeroTrust-Monitoring/
https://o365reports.com/2023/08/24/entra-exporter-tool-effortlessly-backup-microsoft-entra-id-configurations/
https://o365reports.com/2023/08/24/entra-exporter-tool-effortlessly-backup-microsoft-entra-id-configurations/
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Backup
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Conditional Empfehlung: .. 0
o™ Microsoft365DSC
flr Admins (-r TOOlS \/

9
Export, Backup, Vergleich von Einstellungen schwierig
M365SDC: Sichern, Vergleichen, Automatisieren und mehr ... Exportieren Serichte

Powershell- und DSC-Kenntnisse sind hilfreich Q

Community Losung mit gutem Support (Github)

Monitoren Synchronisieren

Keine reine Backup / Restore Losung

PS-Modul mit ca. 60 Cmdlets

Automatisieren Bewerten

(c) Klaus Bierschenk — klaus@nothingbutcloud.net
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Conditional

Access L
fir Admins

5

Empfehlung:

Authentication v
strength
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Microsoft Entra admin center

i3

Bo

> Conditional Access | Policies >

L Search resources, services, and docs (G+/)

CA100-Admins-BaseProtection-AllApps-AnyP

Conditional Access policy

[i] Delete 7o View policy information

Name *

} CA100-Admins-BaseProtection-AllApps-Any... ‘

Assignments

Users

Specific users included and specific users
excluded

Target resources (O

All cloud apps

Conditions @

0 conditions selected

Access controls

Grant @

1 control selected

Enable policy
( Report-only m off )

Save

=

===l

Grant X

Control access enforcement to block or
grant access. Learn more

O Block access
(®) Grant access

| Réquire multifactor. ®
authentication

A "Reduire authentication
strength” cannot be used with
“Require multifactor
authentication". Learn more (%'

Require authentication ®
strength

| Passwordless MFA % l

@ 7o enable all authentication
strengths, configure cross-tenant
access settings to accept claims
coming from Microsoft Entra
tenants for external users.
Authentication strengths will only
configure second factor
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